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July 27,2020

The Hon. Frederick Blake, Jr.
Speaker of the Legislative Assembly
P.0. Box 1320

Yellowknife, NT

X1A2L9

Dear Mr. Speaker

| have the honour to submit my annual report to the Legislative Assembly of the
Northwest Territories for the period from April 1st, 2019 to March 31st, 2020.

Yours very truly,

Elaine Keenan Bengts
Information and Privacy Commissioner

Northwest Territories
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COMMISSIONER'S MESSAGE

A Retrospective Looking Ahead

This will be my last Annual Report as the
Information and Privacy Commissioner for the
Northwest Territories as my term expires at the
end of October, after almost 24 years in the
position. What better time is there to reflect on
where we've been and where we are headed?

When | began this work in 1997, | had no real
appreciation of the nature of the work or how
important the mandate of the office was. Nor was
it in any way evident how it would evolve to play
such a significant role in today's very different
world. Twenty-four years ago the internet was in
its infancy — there was no Facebook or Google or
Siri. Email was not an acceptable means of
business communication. Today, we live on the
internet and information, particularly personal
information, has become a valuable commodity,
bought and sold by both legitimate and nefarious
actors. Personal information is collected in ways

and in quantities that could not have been in any
way contemplated 24 years ago. As was
demonstrated with the Cambridge Analytica
revelations following the 2016 Presidential
Election in the United States, our personal
information is being gathered, analyzed, mani-
pulated and sold as never before and mostly
without our knowledge or true consent. When
dealing with private business, we have some
choice — if we're vigilant and careful, we can limit
how much of our personal information we are
willing to part with and in what circumstances.
The same does not apply to many of our inter-
actions with government. If we need medical
assistance, we have to give up personal infor-
mation to the health care provider. If we want to
obtain an education, we have to give up our
personal information to government. If we want a
driver’s license, we have to provide our personal
information to the government. More than ever,
we need to be able to trust that government will
properly handle all of the personal information
we provide in the course of daily life. We need
government to protect our privacy.

Democracy also demands that the public is able
to have access to public records — records which
by definition belong to the public — to allow us to
participate fully in the democratic process and to
aid in making our governments more transparent
and accountable. As recent history has demon-
strated, this is even more vital in times of
emergency. We have seen many examples of
governments throughout the world taking
unprecedented steps to deal with the current
world pandemic and social unrest, and concerns
for the future of both democracy and privacy have
been triggered worldwide. The rights reflected in
the Access to Information and Protection of Privacy
Act represent a powerful tool to help ensure
government transparency and accountability.
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The last 24 years have seen ever increasing
threats to access and privacy, which makes this
legislation even more important today.

| was excited last summer when the Legislative
Assembly passed Bill 29, An Act to Amend the
Access to Information and Protection of Privacy
Act. As | noted in last year’s annual report, these
amendments will dramatically change the
access and privacy regime in the Northwest
Territories. The Information and Privacy
Commissioner will be given the power to make
binding orders on government, rather than
merely making recommendations. This is a
quantum leap in terms of the strength of the
legislation. This transition from
“recommendations” to “orders” is timely as over
the last several years | have, unfortunately, seen
a waning commitment to compliance with the
current legislation. Required time limitations are
being missed, dismissed and just outright
ignored. There have been instances in which
public bodies have simply failed to respond in
any way to applicants making access requests.
They are also more and more often failing to
respond to communications from our office.
Submissions from public bodies have become
less thorough and less helpful. It is my hope that
when the amendments come into effect, they will
spur public bodies in the Northwest Territories to
devote adequate resources to compliance
activities, if only because non-compliance will
have far more significant and costly implications.

To be fair to those on the front lines in public
bodies who are largely responsible for access
and privacy matters — known as ATIPP
Coordinators — these failings, at least from my
perspective, stem from a lack of leadership
commitment and ever decreasing resources
being devoted to these positions, coupled with

significantly decreased training being provided to
ATIPP Coordinators. Many of the most
experienced and knowledgeable ATIPP
Coordinators within the GNWT have left those
positions over the last year and they have been
replaced by individuals who have little or no
background in ATIPP and who are not being
properly supported in their roles with adequate
training. Nor are they provided the time or
resources to fulfill this important function, being
that ATIPP is often dealt with as an “off the side
of your desk task”. At the same time, the number
and complexity of access to information
requests and privacy breach complaints have
skyrocketed, particularly in the last year, to the
point that in some cases it would be impossible
even for a well-trained ATIPP Coordinator to keep
up with the demand, working full time on ATIPP
issues. Many Coordinators, however, have other
important duties as well and ATIPP does not get
priority. These new, poorly trained ATIPP
Coordinators are, therefore, struggling to even
understand their role, let alone to apply the
legislation. Part of the problem may be that with
the amendments coming into force at some
point, there is a perception that there is little to
be gained by spending time and resources
training people under the existing legislation.
However, Bill 29 was passed in June of last year
and as of the date of the writing of this report in
August of 2020, there is no indication as to when
the new provisions might come into effect.
Furthermore, key members of the team who have
been instrumental in the implementation plan
are no longer part of the team. It is unclear when
implementation or even partial implementation
might happen. In the current circumstances, it
could be another six months or even a year. It is
simply not good enough to wait for the amend-
ments to come into force before moving forward.




Public bodies need to step up and ensure proper
training and sufficient resources are available for
ATIPP Coordinators to do their jobs right now.

Our office was busier than it has ever been in
2019/2020. We opened 76 files under the
Northwest Territories Access to Information and
Protection of Privacy Act, up by 38% from 2018-
2019. The more startling statistic, however, is the
increase in the number of files opened under the
Health Information Act, which went from 29 files
in 2018/2019 to 86 files in 2019/2020 — a
whopping 197% increase! These numbers,
overall, represent a 93% increase of files opened.

The number of files opened, however, does not
tell the whole story. Every year both access and
privacy issues become more complex. As of April
1, 2020 this office is no longer responsible for
oversight in relation to the Nunavut Access to
Information and Protection of Privacy Act, which
will free up some additional time for the NWT
office. However, we continue to be significantly
understaffed and have not been able to meet our
six month time frame for completing review
reports for at least the last 3 fiscal years. And
when the new legislative scheme is
implemented, it will bring significant increased
responsibility for the OIPC. Quite apart from the
change from making recommendations to
making orders, the new legislation will also bring
in new breach notification requirements for all
public bodies, will require approval from the
Information and Privacy Commissioner for
extensions of time, will mandate the Office of the
Information and Privacy Commissioner to
provide public education and, significantly, will
shorten the time allowed for completing a review
report from six months to just over 4 months.

A formal “needs assessment” for the office was
completed in the early winter and

recommendations were made to increase both
the administrative and the investigative staff
numbers and | am very pleased that the latest
budget allowed for an increase of at least one
investigator and more administrative assistance.
We are anxious to get those positions filled as
soon as possible so that we can clear the
backlog and allow the office to prepare to meet
its expanded mandate.

All of this is to say that access and privacy are
becoming more and more time consuming and
complicated. This trend will continue and the
resources available to address these issues will
need to increase in lock step with the demand. It
is no longer sufficient for larger public bodies to
rely on part-time ATIPP Coordinators. More time,
energy and resources will have to be dedicated
to the hiring and retaining of well-trained
employees with the requisite expertise required
in today'’s reality.

In closing, | would be remiss if | did not fully
recognize and thank the OIPC staff, who are
some of the best people | have ever had the
pleasure of working with. Their enthusiasm,
experience and dedication are second to none
and the people of the Northwest Territories are
exceedingly lucky to have them looking out for
their rights. | would also like to sincerely thank
the people of the Northwest Territories for
putting their faith in me over the last 24 years.
Being the Information and Privacy Commissioner
of the Northwest Territories has been the most
fulfilling job I have ever had and | hope | have left
the new Information and Privacy Commissioner
with a good foundation on which to build on the
important work of this office.

atipp-nt.ca



http://www.atipp-nt.ca
http://atipp-nt.ca

FINANCIALS

Office of the Information and Privacy
Commisioner of NT & NU Expenses " Office Expenses M Duty Travel
for 2019-2020

The total (combined funds) spent to run the
Offices of the Information and Privacy
Commissioner for the Northwest Territories and
for Nunavut for fiscal 2019/2020 was
$395,144.40, the detailed breakdown for which is
shown in the charts.

u Office Staff B Consulting Services

OfficeStaff ..................... $319,084.82

Consulting Services................ $43,953.25

Office Expenses ................... $14,185.37

DutyTravel ....................... $17920.96

TOTAL......... ... ... .. .. ... .... $395,144.40
$350,000.00
$300,000.00
$250,000 .00
$200,000.00
$150,000.00
$100,000.00
$S0,000.00
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ABOUT THE OFFICE OF THE
INFORMATION AND PRIVACY
COMMISSIONER

The Information and Privacy Commissioner

is an Officer of the Legislative Assembly. The
Commissioner reports directly to the Legislative
Assembly of the Northwest Territories and is
independent of the government.

Through the Office of the Information and
Privacy Commissioner (OIPC), the Commissioner
performs the legislative and regulatory
responsibilities set out in the Access to
Information and Protection of Privacy Act (ATIPPA)
and the Health Information Act (HIA).

Access to Information and Protection
of Privacy Act

The Access to Information and Protection of
Privacy Act applies to 32 territorial departments,
crown corporations and other public agencies.
The ATIPP Act enshrines three key principles:

+ the right of the public to have access to any
record in the custody or control of a public
body, subject to limited and specific
exceptions;

« the right of individuals to have access to their
own personal information held by public
bodies and to request corrections to their
own personal information; and

+ the obligation of public bodies to protect the
privacy of individuals by setting out the
circumstances in which a public body may
collect, use or disclose personal information.

It outlines the process for the public to obtain
access to records and establishes when and
how public bodies can collect, use or disclose
personal information about individuals.

The Health Information Act

The Health Information Act (HIA) came into effect
on October 1st, 2015. Its purpose is to govern the
collection, use and disclosure of personal health
information while recognizing the need to use
and disclose such information as necessary to
provide effective and efficient health care. The
legislation applies to all records containing the
personal health information of identifiable
individuals in the custody or control of health
information custodians as defined by the legis-
lation. It requlates health information custodians
in both the private and the public sectors
including the Department of Health and Social
Services, the Northwest Territories Health and
Social Services Authority, the Hay River Health
and Social Services Authority, the Tlicho
Community Services Agency, as well as private
physicians and pharmacies operating in the
Northwest Territories. HIA also applies to
“agents,” who perform a service for custodians,
such as employees, contractors, students and
volunteers. Custodians are responsible for the
information collected, used and disclosed by
their agents.

The HIA sets out the rules that health service
providers must follow when collecting, using
and disclosing personal health information.
Over-arching all of these provisions is the clear
direction that a medical care worker’s access to
any personal health information is to be limited
to that information which the care provider
“needs to know” to do their job.

The Act protects patients’ privacy by regulating
how health information may be collected, used
and disclosed, and by establishing the duty for
custodians to take reasonable steps to protect
the confidentiality and security of health
information. The Act also gives individuals the

atipp-ntca 9
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right to access their own health information, and
to request corrections to that information. It also
gives the patient the right to put conditions on
who has access to his or her personal health
records and to direct, for example, that one or
more practitioners, nurses, clerical staff or other
employees in any particular office be prohibited
from accessing that patient’s records.

The Health Information Act also imposes a positive
duty on health information custodians to give
notice to an individual as well as to the
Information and Privacy Commissioner if personal
health information about the individual is used or
disclosed contrary to the Act, or is stolen, lost,
altered or improperly destroyed. The Information

TIMELINESS OF ACCESS

Timeliness of access is a vitally
important principle. Surely it should
go without saying that respect for
the law is even more important ...

The all-time highs for requests
undoubtedly present challenges and

| credit the dedicated public servants,
particularly those in the Information
Access Operations office, who work very
hard to keep pace. The fact is, however,
that the public service must have the
resources necessary to keep pace with
demand and to comply with the law.

Excerpt from Special Report - Now is
the time: A report card on government's
access to information timeliness,

OIPC BC, September 2, 2020

and Privacy Commissioner may conduct a review
and prepare a report with appropriate
recommendations in such circumstances.

The Role of the Information and

Privacy Commissioner

The Office of the Information and Privacy
Commissioner provides independent oversight
over the decisions made by public bodies and
health information custodians in responding to
access to information requests and investigates
allegations of privacy breaches under both the
Access to Information and Protection of Privacy Act
and the Health Information Act.

When a public body or a health information
custodian fails to respond adequately to a
request for information, an Applicant is entitled
to make a Request for Review to the Office of the
Information and Privacy Commissioner for an
independent review and assessment. Similarly,
if an individual has a privacy concern that has
not been addressed by a public body or a health
information custodian, as the case may be, they
may request that the Office of the Information
and Privacy Commissioner conduct an
independent review of the issues.

The Information and Privacy Commissioner
investigates complaints by obtaining input from
all parties concerned, and issues a report
outlining her findings after assessing the
information received and interpreting and
applying the various sections of the legislation
which apply. In the report, the Information and
Privacy Commissioner will make
recommendations to the public body or health
information custodian, as the case may be.
Public bodies and health information custodians
are required to respond to recommendations
made by the Information and Privacy




Commissioner but they are not currently required
to accept the recommendations made. In the
case of recommendations made under the Health
Information Act, however, where a health
information custodian does accept a recommen-
dation, the acceptance becomes legally binding
and the custodian has 45 days to implement the
recommendation or the failure can be taken to
the Supreme Court for enforcement purposes.

Review Reports issued by the Information and
Privacy Commissioner are public records and the
IPC is required to include in her Annual Report an
indication of any recommendations made which
have not been accepted.

With the coming into effect of Bill 29, as
discussed above, the role of the Information and
Privacy Commissioner will change such that she
will have the power under the Access to
Information and Protection of Privacy Act to make
binding orders, enforceable in the Supreme Court
of the Northwest Territories. This order making
power will not apply to matters under the Health
Information Act.

In addition to dealing with complaints, the
Information and Privacy Commissioner also
reviews and comments on draft legislation and
on privacy impact assessments when requested
to do so.

Meeting of Canada’s Federal/Provincial/Territorial Information and Privacy Commissioners/Ombuds

Charlottetown, PEI August, 2019
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THE YEAR IN REVIEW

With a 93% increase in the number of files
opened by the Office of the Information and
Privacy Commissioner of the Northwest
Territories in fiscal 2019/2020 it was, by any
measure, a record breaking year.

ACCESS TO INFORMATION AND
PROTECTION OF PRIVACY ACT

Seventy-six files were opened under the Access
to Information and Protection of Privacy Act
between April 1st, 2019 and March 31st, 2020.
These can be broken down into a number of
categories:

Access to Information
Review of Responses to ATIPP Requests .. 16

DeemedRefusals ....................... 7
Extensionsof Time...................... 2
Third Party Requests .................... 1

Privacy Issues
Privacy Breach Complaints .............. 27

Breach Notifications from Public Bodies. ... 5

Comments
Requests for Comment from Public Bodies . 8

Requests for Comments
from members of the public .............. 5

Commissioner initiated comments ........ 2
Miscellaneous

Speaking Engagements.................. 2

Administrative . ............ ... ... 1

Clearly, privacy issues represented a significant
portion of the requests for review in this time
frame. The 27 privacy breach complaints this
year far exceeds the six received in 2018-2019.
It is the first time that privacy related files have

outnumbered access to information matters.
There is no clear indication as to why this might
be the case, other than a public becoming
increasingly aware and protective of their
personal privacy. The number of deemed refusal
files (where the public body has failed to respond
to a request for information within the 30 days
provided for in the Act) and the extension of time
files (where the public body has taken an exten-
sion of the 30 day response period under section
11) continue to be concerning. As noted in both
last year’s Annual Report and in my opening
comments in this report, this is an indication that
there is a growing lack of capacity within public
bodies to respond to access to information
requests and points to a need for further
resources and better training of ATIPP
Coordinators.

In addition to the matters resulting in the opening
of a file, we have, of course, also dealt with many
calls on a daily basis from people seeking basic
information about the Act, which we deal with
immediately and without the need to open a file.




HEALTH INFORMATION ACT

Fiscal 2019-2020 saw a literal explosion of files
opened under the Health Information Act with a
total of 86 new files, compared to only 29 opened
in 2018-2019.

Breach Notifications ..................... 58
Third Party Breach Notification (Saskatchewan

Health) ... 1
Privacy Breach Complaints ................ 8
PIARevViewS. ... 1
Commissioner Initiated Inquiries ........... 6
Speaking Engagements. .................... 1
Administrative. ................ ... ... 1

Most of the breach notifications were received
from the Northwest Territories Health and Social
Services Authority (NTHSSA), which is to be
expected in that most health services in the
Northwest Territories are provided by this
organization. It also attests to the fact that this
organization is better at recognizing and
reporting these breaches than other health
information custodians. In this respect, |
acknowledge and appreciate that NTHSSA has
clearly been doing a better job of recognizing
when privacy errors have been made.

Most of the breach notifications received
involved one or two patients, and were, therefore,
limited in scope. This was not, however, true of
all breaches reported. Several of them involved
large numbers of individuals and these are
obviously more concerning.

Also concerning is the number of the reported
breaches which resulted from the failure of
employees to follow protocols requiring every
patient to be identified with two points of
identification (for example, a name and a birth
date). In one incident, a patient was misidentified

at least four times - when he made his
appointment, when he checked in for his
appointment, when he met with the physician
and when the physician gave him a prescription.
He and a relative had the same first and last
names, and all of the clinical staff who dealt with
him failed to recognize that they were referring to
the relative’s chart until the patient himself
received the prescription, saw the error, and
brought the error to the attention of health care
providers.

Another common cause of privacy breaches has
been the misdirection of documents by fax and
by email. There have also been a surprising
number of incidents in which a record containing
personal health information has been sent to be
printed on the wrong printer.

This office spent, quite literally, hundreds of hours
reviewing and providing comments on a number
of Privacy Impact Assessments (PIAs) submitted
to our office pursuant to section 89(3) of the
Health Information Act this past year. The Health
Information Act requires health information
custodians to “prepare a privacy impact
assessment in respect of a proposed new, or a
proposed change to an information system or
communication technology relating to the
collection, use or disclosure of personal health
information”. The legislation also provides that
the Information and Privacy Commissioner may
provide comment on PIAs received. The Act is,
however, unfortunately silent on what, if anything,
health information custodians should do when
they receive comments from the Information and
Commissioner. We have taken the position that
the intention of the legislators was that PIAs
should be prepared well in advance of
implementation of new programs, that the
Information and Privacy Commissioner should
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review PIAs received with a view to making
comments, suggestions and recommendations,
and that the health information custodians
responsible for the new programs or systems are
then expected to take those comments and, at
the very least, acknowledge the questions and
concerns raised. The Department of Health and
Social Services, however, takes a different view.
Most, if not all of the PIAs received by the OIPC
have been provided weeks and months after
“go-live”, though in one case, we did receive a PIA
on a Friday at 5 p.m. for a system going live on
Monday at 8 AM. | have also been provided with
a PIA in which the analysis clearly indicated that
the solution had unacceptable privacy impacts in
accordance with current GNWT policy directives.
Notwithstanding this, the new system had gone
live with all of the attendant privacy risks and was
active by the time my office received the PIA.
With respect to one PIA recently reviewed by this
office, when | asked for additional information
including supporting documentation referred to in
the document, | was told rather bluntly by the
Chief Health Privacy Officer of the Department
that my requests for more information “expanded”
beyond my jurisdiction and that the “scope and
depth” of comments | provided to PIAs submitted
to my office far exceeded my office’s role. | was
also told that | have no mandate to comment on
PlAs and that the Department has met its
“legislative obligation by delivering a copy of the
complete PIA” to my office.

In my opinion, there must have been a purpose in
requiring PIAs to be provided to the Information
and Privacy Commissioner when this was
included in the HIA.

We have since met with the Assistant Deputy
Minister and the Chief Information Officer to
discuss this issue and it is our hope that the

Department will reconsider its interpretation of
the PIA provisions of the HIA.

We consider PIAs to be a vital component in the
planning and implementation of new systems
and that they need to be given the attention they
deserve. They are not merely for the purpose of
checking a box that says “we prepared a PIA and
sent it to the IPC".




Privacy from the start: four stages for consideration

There are four general stages — conception, design, implementation and evaluation — in the
development and implementation of security programs and policies. In each of these stages, there are
certain factors that should be taken into account in order to ensure that privacy is respected and
carefully documented (as within Privacy Impact Assessments).

——

¢ Accountability  Limiting use,

« Identifying disclosure and
purposes retention

e Consent « Safeguards

e Minimal intrusion
e Proportionality
e Necessity

o Effectiveness

e Limiting collection ¢ Openness

e Individual access

« Challenging
compliance

¢ Accuracy

_—
/
¢ Accountability
mechanisms: dedicated
review bodies, expert
advisory panels and
Federal Court N
* Regular Parliamentary e Chief privacy officers
Review and ongoing oversight « Regular public reporting
¢ External review for compliance « Int | f bli
(audit) and challenge function g eInaipEecesses 10N pULEC
complaint and redress
e Annual reports on mechanics and o Internal‘controls:audits and
effectiveness of program ongoing privacy training
3 / 5

This diagram copied from — A Matter of Trust: Integrating Privacy and Public Safety in the 21st Century —
A Reference Document from the Office of the Privacy Commissioner of Canada. Available at
https://www.priv.gc.ca/en/privacy-topics/surveillance/police-and-public-safety/gd_sec_201011/#toc2
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REVIEW REPORTS

Twenty seven Review Reports were issued under
the Access to Information and Protection of Privacy
Act in 2019-2020

Review Report 19-196

Category of Review: Access to Information

Public Body Involved: Department of Health and
Social Services

Sections of the Act Applied:
Sections 16(1)(c), 24(1)(b), 24(1)(c),
Outcome: Recommendations accepted

This matter arose out of a request for
information about a research study on the
impact of alcohol warning labels. The
Department withheld access to all responsive
records, with the exception of 5 pages which
were partially withheld. The Department relied on
sections 24 (business interests of third parties),
23 (unreasonable invasion of privacy), and
section 16 (impairment of intergovernmental
relations).

The Information and Privacy Commissioner (IPC)
reviewed all relevant sections of the legislation,
including section 5(2) which requires that where
information excepted from disclosure can be
reasonably severed, the remainder of the record
must be disclosed. The IPC was not convinced
that the disclosure of the information in question
could reasonably be expected to impair the
GNWT's intergovernmental relationship with the
Government of Ontario, who objected to the
disclosure. She did find that some of the
information fit the criteria for an exception to
disclosure as “financial, scientific, technical or
labour relations information obtained in
confidence from a third party” and was
appropriately withheld pursuant to section 24.

The IPC recommended the disclosure of most of
the records in question with some exceptions.

Review Report 19-197

Category of Review: Access to Information

Public Body Involved: Department of
Environment and Natural Resources

Sections of the Act Applied:
Section 1, Section 2 (personal information),
Section 5, Section 23(2)(d), Section 23(4),

Outcome: Recommendations accepted

The Applicant requested access to records in
relation to an incident involving wildlife at a
remote worksite. Access to most records was
denied on the basis that the information was the
personal information of a third party and that
disclosure was prohibited by section 23(2)(d)
which raises a presumption that disclosure of
personal information amounts to an
unreasonable invasion of privacy where the
information was compiled and is identifiable as
part of an investigation into a possible
contravention of law. In this case, there was an
active and ongoing investigation into the incident
and it was anticipated that charges would be
laid.

The IPC found that to the extent that information
redacted related to the employment
responsibilities of a GNWT employee, the
disclosure did not amount to an unreasonable
invasion of privacy (section 23(4)). She further
found that section 23(2)(d) did not apply to
information in relation to a business or other
organization, but only to individuals. The records
were reviewed page by page and line by line and
the IPC recommended the disclosure of large
portions of the records withheld.




Review Report 19-198

Category of Review: Access to Information

Public Body Involved: Northwest Territories
Health and Social Services Authority

Sections of the Act Applied:
Section 1, Section 7, Section 14(1)(b)

Outcome: Recommendations accepted

The Applicant was an employee of the NTHSSA
and had been involved in a workplace dispute.
He requested access to copies of “shadow” files
about him in the possession of seven named
employees as well as emails between those
same employees in which he was mentioned.
The Applicant alleged that the public body had
not provided all responsive records. He was also
concerned by what he felt were indications that
not all records of a disciplinary nature were being
properly recorded in his formal personnel file but
that there were “shadow” files in which
managers kept their own records. He also argued
that the public body did not properly apply
section 14 which allows public bodies to
withhold information that would reveal
consultations or deliberations among GNWT
employees.

The IPC commented on the practice of having
employees search their own records in
situations in which there is an actual or
perceived conflict of interest and the reliance
on untrained individuals to identify responsive
records. She recommended that a second, more
thorough search for documents be conducted.
She identified that some attachments to emails
did not appear to have been disclosed and
recommended the disclosure of these records,
subject to appropriate vetting. She reviewed all
records for which section 14 had been applied
and recommended the disclosure of much of
the information withheld pursuant to this

exception. She also made recommendations
with respect to policies and procedures around
the collection and maintenance of information
that relates to personnel performance to ensure
adequate security is in place to prevent
unauthorized access to those records.

Review Report 19-199

Category of Review: Access to Information

Public Body Involved: Department of Health and
Social Services

Sections of the Act Applied:
Section 3, Section 4, Section 5(2), Section 23

Outcome: Recommendations accepted

An applicant made a request for information
about complaints made about licensed and/or
unlicensed psychologists in the Northwest
Territories over a six year period. The Department
identified three such complaints but refused to
disclose any of the responsive records on the
basis that

a) at the time of the request, the Department
had “care or control” of the records in relation
to only one of the three complaints because
the two other files were open files and all
relevant documents had been handed over to
the Complaints Officer; and

b) to disclose the records would amount to an
unreasonable invasion of privacy.

The IPC found that the Department continued to
have “control” of the records notwithstanding
that they had been given to an agent to conduct
an investigation. She further found that the lack
of a legislatively mandated complaints registry
was not a barrier to disclosure because the
ATIPP Act clearly applied to the records,
whether or not a registry existed. Finally, the IPC
agreed that the records for the one file that were
made available did contain sensitive personal
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information but found that the records could be
effectively redacted so as to remove personally
identifying information and that the balance of
the information could be disclosed and
recommended such disclosure.

Review Report 19-200

Category of Review: Access to Information
Request - Deemed Refusal

Public Body Involved: Department of Finance
(Human Resources)

Sections of the Act Applied: Section 1,
Section 6(3), Section 7(1), Section 8, Section 11,

Outcomes:

Recommendation to have dedicated ATIPP
Coordinator not accepted
Recommendation to review processes
accepted in part

The Applicant made a request for his own
personal information from the Department of
Finance on July 23, 2018. On August 17th, the
Department wrote to the Applicant extending the
time for responding to the request to October 1st.
No response was received by October 3rd and
the Applicant sought a review on the basis of a
deemed refusal. The IPC attempted to resolve
the matter without a review, but on October 11th,
the Department advised that they were not in a
position to respond within the time frame
provided by the IPC. The Information and Privacy
Commissioner therefore commenced a review on
the basis of a deemed refusal under section 8 of
the Act and requested submissions. The
Department continued to miss deadlines
imposed by the IPC but finally responded to the
Applicant’s request on January 10th, 2019.

The IPC found that the Department had failed in
their duty to assist the Applicant (section 7) and,
while the initial extension of time was reasonable

and dealt with as required by the Act, the
extended time period was not met and the
Department failed to communicate effectively
with the Applicant or with the office of the IPC.
She commented on the turn-over in the ATIPP
Coordinator position within the Department (3
Coordinators during the 6 months this matter
was ongoing) and the apparent lack of
experience or expertise for dealing with access
requests within the organization.

The IPC recommended that the Department
establish a dedicated, full time position of ATIPP
Coordinator with the necessary experience and
expertise necessary to respond to access
requests. She further recommended that the
Department review its processes in relation to
responding to ATIPP requests.

This was a fairly complex request

involving a lot of records from a

number of employees. A timely
response would require a degree of
expertise. That expertise clearly did not
exist and was a major factor in the delay.

Review Report 19-200

Review Report 19-201

Category of Review: Access to Information

Public Body Involved: Department of Industry,
Tourism and Investment

Sections of the Act Applied: Section 7,
Section 10, Section 14(1) and Section 23

Outcome: Recommendations largely accepted

The Applicant requested a copy of a report
resulting from a sole source contract, including
all correspondence related to the handling and
processing of the access to information request.




The public body identified and disclosed records
responsive to the request but redacted some
information pursuant to sections 14 (advice,
recommendations, consultations and
deliberations) and 23 (unreasonable invasion of
third party privacy). The Applicant sought a
review of the information withheld. He was also
concerned because his name had been
disclosed to those searching for responsive
records.

The IPC found that most of the redactions had
been properly applied under the Act, but
recommended the disclosure of some additional
information. She also recommended that steps
be taken to protect the name of Applicants,
when possible.

Review Report 19-202

Category of Review: Access to Information -
Deemed Refusal

Public Body Involved: Department of Finance

Sections of the Act Applied: Section 7, Section 8,
Section 11

Outcome: Recommendations largely accepted

The Applicant made a request to the Department
of Health and Social Services for his own personal
information. That request was transferred by the
Department to the Northwest Territories Health
and Social Services Authority who in turn
transferred part of the request to the Department
of Finance. The Department of Finance did not
acknowledge the transfer. After several follow up
emails from the Applicant with no response, the
Department acknowledged, more than two
months after the request had been transferred to
them, that they were “actioning” the request. After
two more months and several more emails with
no further response, on September 14, 2018 the
Applicant requested a review by the OIPC on the

basis of a deemed refusal. The IPC wrote to the
Department on October 2nd, and October 29th
requesting information for the review. On
November 2nd, the Department advised the IPC
that the responsive records had been identified
but had not yet been reviewed but would be
available by November 12th. On November 15th
the Department acknowledged to the IPC that the
Request for Information had been received on
May 24th but that as a result of an internal
administrative error, it had not been recorded as
having been received, resulting in confusion and
delays. A partial response was received by the
Applicant on November 27th and a final
disclosure occurred on December 27th. In dealing
only with the delay issue, the IPC found that the
Department failed to meet its duty to assist and,
in fact, actively ignored the request for extended
periods of time and that it failed to cooperate with
the IPC in the review process. The Department
also failed to properly extend the time for
responding, simply ignoring all requirements the
Act. The IPC recommended a review of its
organizational chart to ensure that those tasked
with responding to access requests are not over-
burdened with other job responsibilities and that
sufficient resources are committed to the
Department’s legislated responsibilities under the
Act. She also recommended that ATIPP
Coordinators be provided with adequate training
to be able to effectively and efficiently respond to
ATIPP requests and that a written register of
ATIPP requests be maintained. A recommen-
dation was also made that the Department review
its policies and processes.
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Review Report 19-203

Category of Review: Access to Information

Public Bodies Involved:
Department of Health and Social Services

Northwest Territories Health and Social Services
Authority

Sections of the Act Applied: Section 1,
Section 34, Section 56(1)

Outcome: Recommendation not accepted

The Applicant requested information about
racism, cultural/racial bias in the healthcare
system and the results and findings of an
external investigation into a specific individual's
death. A report was identified as being
responsive to the second part of the request, but
it was identified as a “critical incident report”
completed in accordance with s. 25.3 of the
Hospital Insurance and Health and Social Services
Act (HIHSSA). NTHSSA refused to produce the
report to the IPC for her review arguing that
critical incident reports were excluded from the
scope of ATIPPA. The IPC found that section
25.4(2) of the HIHSSA protected critical incident
reports from being disclosed to the public, but
did not prevent the IPC from reviewing such
reports to confirm that they did, in fact, meet the

criteria to be considered a critical incident report.

The IPC recommended that the Department
provide her with a copy of the record in question
for the purposes of completing her review.

Review Report 19-204

Category of Review: Breach Notification

Public Body Involved: Hay River Health and
Social Services Authority

Sections of the Act Applied: Section 4,
Section 49.2

Outcome: Recommendations acknowledged
and largely accepted

Hay River Health and Social Services Authority
(HRHSSA) advised of a breach of privacy
occasioned by the loss of a minor’s health and
social services file. The file contained very
sensitive personal information about the child,
his parents, his foster parents and possibly about
others. The IPC found that the applicable legis-
lation in this case was the Access to Information
and Protection of Privacy Act because section 4(1)
(a) of the Health Information Act specifically
states that it does not apply to records relating to
the administration of the Child and Family
Services Act. She also found that the “notwith-
standing” clause in the Child and Family Services
Act did not oust the privacy protections for
personal information contained in the ATIPP Act.

The IPC also commented that, while HRHSSA
recognized that the breach affected the child, they
did not recognize that it also affected the privacy
of the foster parents and the parents of the child.
Further, the IPC questioned whether it was
appropriate for notice of the breach to be given to
the foster parents as agents for the child instead
of to the legal guardian, the Director of Child and
Family Services. Further, both the foster parents
and the parents of the child should have been
given notice of the breach insofar as it affected
their privacy. She also criticized HRHSSA for the
lengthy delay in reporting the breach to the OPIC.

There were also issues with the Authority’s
response to the OIPC in that it required three
letters and more than 3 months for the Authority
to respond to correspondence from the OIPC and
the response received did not contain the neces-
sary level of detail to allow the OIPC to assess the
nature of the breach or the response to it.

Recommendations were made that HRHSSA
review its policies and procedures, in particular
their Privacy Breach Policy and to ensure that it is




publicly available and that it is enforced. The IPC
further recommended that a new policy be
developed to address the physical and technical
safeguards required for the storing of sensitive
social services client files. Recommendations
were also made with respect to notifications to be
made to the affected parties.

Review Report 19-205

Category of Review: Access to Information

Public Body Involved: Northwest Territories
Housing Corporation

Sections of the Act Applied: Section 1,
Section 5(1), Section 7(1) and (2)
Outcome: Recommendation accepted

The Applicant made a request for a copy of the
information that the Northwest Territories
Housing Corporation receives each year from
Canada Revenue Agency in order to calculate his
rent. The Housing Corporation declined the
request on the basis that the MOU they have with
CRA prohibits such disclosure.

The IPC found that the MOU did prohibit the
disclosure of information collected from the CRA
for the purposes of administering its programs to
any third party but that the Applicant was not a
third party in relation to his own personal
information. Alternatively, if he is a third party as
contemplated in the MOU, there are provisions in
the MOU which provide that the public body can
request permission from CRA to disclose
information to any third party with the consent of
the individual the information is about.

The IPC recommended the disclosure of the
information requested.

In my opinion, when an individual is

asking for his/her own personal

information, that individual is not a
third party - he/she is the owner of the
information.

Review Report 19-205

Review Report 19-206

Category of Review: Access to Information

Public Body Involved: Department of Health and
Social Services

Sections of the Act Applied: Section 9,
Section 14(1)(a), Section 16(1)(a), Section 17(1)(c)
Outcome: Recommendation accepted

A request was made to the Department of
Health and Social Services for copies of briefing
notes prepared for the Minister and the Deputy
Minister concerning an agreement between
Canadian jurisdictions with respect to
pharmaceuticals.

The Department refused to disclose the
requested information for on several grounds,
including that the information in the responsive
records constituted “advice, recommendations,
policy options or proposals” (section 14(1)(a)),
that disclosure would be reasonably expected
to impair intergovernmental relations (section
16(1)(a)) and that disclosure would be
reasonably expected to harm the economic
interests of the Northwest Territories
government (section 17(1)(c)).

The IPC found that the Department had properly
applied Sections 16 and 17, but that section 14
did not apply and recommended the disclosure
of some factual information.
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Review Report 19-207

Category of Review: Access to Information

Public Body Involved: Department of Health and
Social Services

Sections of the Act Applied: Section 3(1),
Section 3(b.1), Section 4, Section 32, Section 33,
Section 34

Outcome: Recommendation not accepted.

The Applicant sought copies of internal
communications in relation to racism and
cultural bias in the health system as well as the
results and findings of an external investigation
into a specific individual's death. The
Department took the position that the external
report was a “critical incident investigation” done
in accordance with Section 25.3 of the Hospital
Insurance and Health and Social Services Act
(HIHSSA) and was not, therefore, subject to an
access to information request. The Department
also refused to share the report with the
Information and Privacy Commissioner for the
purposes of the review.

The Department took the position that section
25.4(2) of HISSA prevented the disclosure of any
information in a notification or report or any
information gathered, recorded or produced by or
for the purpose of investigating a critical incident
to “any person” other than those specifically
named in the section. This section, they argued,
prohibited the disclosure of the report to the
Information and Privacy Commissioner as well
as to the Applicant.

The IPC found that, because the onus of
establishing that an applicant has no right to
access to a record, they must establish that the
record met the definition of the material
described in section 35.4(2) of HISSA. The
Department provided nothing other than their
opinion that this was so, despite several

attempts on the part of the IPC to obtain
additional information about the record. The
Department did not, therefore, meet the onus of
establishing that the Applicant was not entitled
to the record and the IPC therefore felt there was
no option but to recommend that the records be
disclosed in full.

Review Report 19-208

Category of Review: Access to Information
Public Body Involved: Department of Finance

Sections of the Act Applied: Section 15(a),
Section 33

Outcome: Recommendations not accepted

This request for information involved a large
number of records which were withheld pursuant
to section 15(c) which provides public bodies
with the discretion to refuse to disclose
“information that is subject to any type of
privilege available at law, including solicitor-client
privilege”. The IPC, as part of the review process,
requested the confidential production of the
records for which privilege was claimed so that
she could properly analyze and assess the
Department'’s claim of privilege. The Department,
through its counsel, refused to produce the
records for the Commissioner’s review or to
provide adequate affidavit evidence to support
their claim.

Because the Department refused to provide the
records to the IPC for assessment, that
assessment had to be made on the basis of
other evidence available. She reviewed the law
with respect to solicitor-client privilege and
applied that law to the evidence submitted by the
Department for the purposes of the review. She
found that the Department had not provided
sufficient justification for its solicitor-client
privilege claim. As a result, the public body had




not met the onus of establishing that the
Applicant had no right to access to the records
in question and the IPC therefore recommended
that the records be disclosed in full.

The IPC also noted the government’s failure to
provide the records for her review jeopardizes the
timely and cost-effective resolution of disputes
and risks the government failing to make its case
for privilege, when a review by the IPC of the
disputed records could have led to a different
outcome.

The effective functioning of the

system of independent review that

the Legislature has established in the
Act to a material degree depends on my
Office being able to appropriately review
disputed records. This is also true where
solicitor client privilege is claimed. My
ability to independently and efficiently
verify the government’s assertion of
privilege maintains public trust and
confidence in access to information in
the Northwest Territories.

Review Report 19-208

Review Report 19-209
Category of Review: Access to Information -
Deemed Refusal

Public Body Involved: Department of Finance

Sections of the Act Applied: Section 7, Section 8,
Section 11,

Outcome: Recommendations acknowledged but
not clearly accepted

The Applicant made a request for information
from the Department of Finance on January 11,
2018. On February 6™, the Department advised
the Applicant that, because of a large volume of

records at issue (approximately 375 pages) the
time for responding to the request was being
extended to March 11" pursuant to section 11(b)
of the Act. On March 6", the Applicant contacted
the public body to inquire as to the status of the
matter, and again on March 19™. On April 3, the
Applicant received a call from a new ATIPP
Coordinator who indicated that the request
would take an additional “week or two”. On

May 14", the Applicant again contacted the
public body for an update. He made three
additional attempts to obtain an update during
the month of May. Having still received no
response by June 28, 2018, the Applicant
sought a review based on deemed refusal. The
response to the Applicant’s request was finally
provided on July 19t, 2018.

The IPC found that the Department failed to
respond to the request for information within 30
days of the request, or within the extended time
frame taken by the public body pursuant to
section 11 resulting in a “deemed refusal”. She
further found that the extension of time taken
was not justified in that 375 pages of records
could not, by any definition, be considered to be
a “large volume” of records such that disclosure
within the initial 30 day time frame would have
“unreasonably interfered” with the department’s
operations.

The IPC made recommendations with respect to
process and training for ATIPP Coordinators in
the Department, and the review and development
of policies and procedures.
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Review Report 19-210

Category of Review: Access to Information
Public Body Involved: Department of Finance
Sections of the Act Applied: Section 1, Section 5,

Section 7, Section 14(1)( c), Section 17(1)(c)(iii),
Section 24, Section 25, Section 33

Outcome: Recommendations accepted

The Applicant requested specific information
from the Department of Finance in relation to
agreements signed with suppliers of cannabis
products to the NWT Liquor and Cannabis
Commission. Access to most of the responsive
records was denied pursuant to sections 14(1)(c)
(positions, plans, procedures etc. developed for
contractual negotiations), 17(1)( c)(iii) (economic
interests of the GNWT) and 25 (info required to
be made available within 6 months).

The IPC reviewed the criteria for exceptions to
disclosure as provided for in Sections 14 and 17
and recommended disclosure of significant
portions of the records withheld. She further held
that section 25 did not apply so as to allow the
public body to avoid disclosing it because in this
case, there was no “requirement” for the publica-
tion of the information in question, merely an
intention to do so. Furthermore, the information
eventually disclosed pro-actively by the public
body was not fully responsive to the request
made.

Review Report 19-211

Category of Review: Access to Information

Public Body Involved: Industry, Tourism and
Investment

Sections of the Act Applied: Section 14,
Section 23

Outcome:
Recommendations accepted except for three
items withheld pursuant to section 14(1)

The Applicant made a request for information
in relation to a particular contract with the
International Institute for Sustainable
Development. Partial access to the responsive
records was provided but some information
was withheld pursuant to sections 14 (advice,
proposals and recommendations), and 23
(unreasonable invasion of privacy).

The IPC reviewed the records in question and
recommended the disclosure of additional
information. In particular, the IPC found that it
was not an unreasonable invasion of privacy to
reveal the names of the authors of a report when
those individuals were contractors of the GNWT
which brought them within the definition of
“employee” in the Act. Section 23(4) specifically
provides that it is not an unreasonable invasion
of privacy to disclose information about the
employment responsibilities of an employee. She
noted that the public should be entitled to know
who is authoring reports which have the
potential to influence government decisions. She
further found that much of the information
withheld pursuant to section 14 did not meet the
criteria for the exception to apply.




Review Report 20-212

Category of Review: Breach of Privacy
Complaint

Public Body Involved: Department of Finance

Sections of the Act Applied: Section 42,
Section 43, Section 47, Section 47.1

Outcome: No response received

The Applicant asked the OIPC to investigate
whether there had been a breach of his privacy by
a GNWT employee working in the Department of
Finance. The Applicant was a health professional
providing services to a client (AA). AA told the
Complainant that his former life partner (BB), an
employee of the Department of Finance, had given
AA significant and detailed information about the
Complainant, including information about the
Complainant’s education and employment history,
his specific remuneration, and details about
medical travel the Complainant had recently done.
This information was imparted to AA in an
apparent attempt to cause AA to lose trust in the
Complainant as a health care professional.

The Department’s investigation found that there
was not sufficient evidence to conclude that the
source of AA’s information was the public body
in general or BB in particular. The IPC disagreed
with these conclusions and found that the
Complainant’s privacy had been breached and
that, on a balance of probabilities, BB was the
source of the disclosure, noting that BB had
access to significant amounts of the
Complainant’s personal information by

reason of BB's job responsibilities.

The IPC recommended that steps be taken to
better secure personal information from
unauthorized use within the department,
including instituting periodic random audits to
dissuade employees from inappropriate
snooping. She also recommended that when

allegations of privacy breaches are made,
investigators chosen to investigate those

allegations be unbiased and well versed in
privacy law.

Review Report 20-213

Category of Review: Access to Information

Public Body Involved: Department of
Infrastructure

Sections of the Act Applied: Section 23,

Outcome: Recommendation to disclose name
of Third Party Employee not accepted

Recommendation to disclose “unresponsive”
information accepted but reasoning rejected

The Applicant sought information about the land
acknowledgment sign erected by the Northwest
Territories Métis Nation at the junction of
Highways 2 and 5. The public body provided a
small package of responsive records, redacted to
remove the names of non-employee third parties
and, in one instance, a paragraph of an email on
the basis that it was “not relevant” to the request.

The IPC found that the names of the individuals
redacted from the record were public individuals
in well publicized positions and that they were
referred to in that capacity and, as a result, the
disclosure of the names did not amount to an
unreasonable invasion of their privacy. She
further found that everything in a record
identified as “responsive” to an access to
information request is relevant to the request
and that the entire record should be disclosed
unless portions of the record fall within one of
the limited exclusions set out in sections 13 to 25
of the Act because seemingly irrelevant
information can provide context. She
recommended the disclosure of additional
information.
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Review Report 20-214

Category of Review: Access to Information

Public Body Involved: Department of
Environment and Natural Resources

Sections of the Act Applied: Section 9,
Section 13, Section 15, Section 23

Outcome: Eight of 124 recommendations not
accepted

The Applicant requested information in relation
to the change of Directors for the Independent
Environmental Monitoring Agency for a stated
period of time. A large number of records were
disclosed but with many redactions. The
Applicant also felt that not all responsive records
had been provided.

The IPC reviewed each record and made 124
recommendations for the disclosure of addtional
information.

Review Report 20-215

Category of Review: Privacy Breach Complaint

Public Body Involved: Department of Industry,
Tourism and Investment

Sections of the Act Applied: Section 43,
Section 48

Outcome: No response received

The Complainant alleged that in the course of
responding to an access request, the ATIPP
Coordinator revealed the Complainant as the
Applicant, resulting in a breach of his privacy.
The Complainant further alleged that his personal
information was then inappropriately used by

his supervisor in an internal proceeding in an
attempt to discredit him.

While conceding that the ATIPP Coordinator
made an error in revealing the identity of the
Complainant as the Applicant in an access to
information request, the department pointed out
that it is information that would have been

assumed by those conducting the searches for
responsive records because it was a request for
the Applicant’s own personal information which
required the disclosure of the name. They further
conceded that because the information had been
inappropriately used by the public body, the
subsequent disclosure of the information by the
Complainant’s supervisor was also unauthorized.

The IPC found that there had been a breach of
the Complainant’s privacy in both instances and
recommended that the Department review and
update its policies to reflect the pending coming
into force of Bill 29 - An Act to Amend the Access
to Information and Protection of Privacy Act. She
also recommended updated and ongoing training
for ATIPP Coordinators in the Department. Finally,
she recommended that the Department develop a
policy or procedure to provide an appropriate
process for employees to report apparent privacy
breaches to appropriate officials.

Review Report 20-216

Category of Review: Access to Information
Public Body Involved: Department of Finance

Sections of the Act Applied: Section 14(1)(a),
Section 14(1)(b), Section 23

Outcome: Recommendations accepted

The Applicant sought records in relation to a
labour dispute involving himself. The Department
provided a large package of responsive records,
but there was significant information redacted
under sections 14 and 23 of the Act.

The IPC reviewed all the responsive records and
recommended the disclosure of additional
information. With respect to section 23
(unreasonable invasion of third party privacy)
she pointed out that information about
employees in carrying out their employment
responsibilities was not protected from




disclosure. She further found that for records
containing only factual information or a
statement about a decision made, section 14 did
not apply as there was no active advice,
recommendations, analysis or similar
information involved in these records.

Review Report 20-217

Category of Review: Access to Information

Public Body Involved: Northwest Territories
Housing Corporation

Sections of the Act Applied: Section 1,
Section 2, Section 3, Section 6, Section 7,
Section 8, Section 33, Section 59(2)

Outcome: Redacted records disclosed
Recommendation to prosecute not accepted

On October 15", 2019 the Applicant made a
request for information in which he or his
position was discussed among a number of
named individuals. When NTHC failed to respond
by November 24t the Applicant asked the OIPC
for assistance. The IPC encouraged the
Applicant to follow up directly with the NTHC
before raising it to the level of a review. On
December 10, having still not received a
response, the Applicant filed a formal Request
for Review on the basis of a deemed refusal
pursuant to section 8. The IPC wrote to the NTHC
and gave them the opportunity to respond to the
Applicant by January 6" to avoid a review. When
no response was provided, the IPC requested
NTHC to provide copies of all responsive records
and submissions by January 20%. Follow up
letters were sent on January 15", February 5"
and February 18". No response was received.

The IPC found that the onus was on the public
body to establish that an Applicant had no right
to access to a record and, because the NTHC
had not responded in any way, either to the

Applicant or to the IPC, she recommended the
disclosure of all records except any record
subject to an applicable mandatory exception.
She further recommended that the President of
the NTHC delegate his authority to respond to
her recommendations to the Minister responsible
for the NTHC and that the President and the
ATIPP Coordinator be prosecuted under section
59(2) of the Act.

Review Report 20-218

Category of Review: Access to Information

Public Body Involved: Northwest Territories
Housing Corporation

Sections of the Act Applied: Section 1, Section 2,
Section 3, Section 6, Section 7, Section 8,
Section 33, Section 59(2)

Outcome: Redacted Records Disclosed
Recommendation to Prosecute not accepted

The Applicant made a request for information
from the NTHC on July 16, 2019. Because the
NTHC failed to respond to the Request for
Information by August 27", the Applicant
requested the OIPC to review the matter on the
basis of a deemed refusal. On September 6th,
2019, the IPC wrote to the NTHC and in an
attempt to avoid the lengthy formal review
process, gave them the opportunity to respond
to the Applicant’s Request for Information by
September 13™. On September 13", the NTHC
confirmed that they had sent the responsive
records to the Applicant, which he confirmed as
received on October 10™. On October 13™, the
Applicant sought a review of the response
received on the basis that NTHC had not fully
complied with the request. On November 25, the
IPC requested submissions from the NTHC to be
provided by January 2. Follow up letters were
written on January 14", February 4" and
February 18", on which date the NTHC was
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informed that the IPC would be proceeding with
the review based on the Applicant’s submissions
only. NTHC failed to respond in any way and on
March 10t™, the IPC issued her Review Report,
recommending the disclosure of all responsive
records subject only to information subject to a
mandatory exception under the Act. She further
recommended that the President of the NTHC
delegate his authority to respond to the Review
Report to the Minister Responsible, and that the
President and the ATIPP Coordinator for the
NTHC be prosecuted pursuant to section 59.

Review Report 20-213

Category of Review: Access to Information
Public Body Involved: Department of Finance

Sections of the Act Applied: Section 14(1)(a),
Section 22, Section 23

Outcome: Recommendations mostly accepted

The Applicant made a request for records related
to his own personal information held by the
Department of Finance. More specifically, the
Applicant requested records about himself
related to a labour dispute. He received a large
volume of records. However, a significant number
of the records were withheld or partially withheld
pursuant to sections 14(1)(a), 22 and 23(1).

The IPC reviewed the law applicable to each of
these exceptions and analyzed each of the items
redacted or withheld. She determined that much
of the information withheld pursuant to section
14(1)(a), which gives public bodies the discretion
to withhold information which could be
reasonably expected to reveal advice, proposals,
recommendations, analyses or policy options,
did not meet the necessary criteria for the

exception and recommended further disclosures.

She found that the disclosure of a name and
associated business address will not, in most

instances, amount to an unreasonable invasion
of privacy pursuant to section 23.

Review Report 20-220

Category
of Review: Access to Information - Delay

Public Body Involved: Department of Finance

Sections of the Act Applied: Section 7, Section 8,
Section 11,

Outcome: Recommendations accepted

The Applicant made a request for information on
February 21, 2019. The request was acknowl-
edged by the Department on February 25", In an
undated letter, received by the Applicant on March
27, the public body purported to extend the time
for responding to April 26" pursuant to section 11
of the Act because the request involved a “large
number of records”. On April 29, the Department
provided the Applicant with one set of records and
told the Applicant the second set would be
provided by May 17™. The Applicant objected to
the second extension and on May 2" asked the
OPIC to review the matter. The second set of
records was provided to the Applicant on May 29,

The IPC found that the public body failed to meet
legislated time frames under the Act three times
during the course of responding to the Applicant.
She further found that when taking an extension
pursuant to section 11(1)(b) of the Act (where
there are a “large number of records” and
meeting the time limit would unreasonably
interfere with the operations of the public body)
the public body must provide some evidence not
only that there are a large number of records, but
also that complying with the time frame would
interfere with the operations of the public body.
She pointed out that this does not mean it would
tax the ATIPP Coordinator but that the operations
of the public body would be affected overall.




Further, while the public body relied on section
11(1)(b) in its correspondence with the Applicant
extending the time, when explaining the delay to
the IPC they argued, instead, that there was a
need to review several records internally (not a
reason for extension under the Act) and this was
in fact the reason for the delay. The public body
also indicated that the delay was, in part, due to
workloads within the department and lengthy
review processes, which are also not reasons for
not meeting the time frame for responding.

The IPC recommended that the Department of
Finance ensure that it has a sufficiently trained
and dedicated cohort of staff to address access
to information requests and that they create
internal guidelines and procedures to ensure
that, even where there are a large number of
records, they can respond effectively and
efficiently and within the thirty day time frame.

Review Report 20-221

Category of Review: Privacy Breach Complaint

Public Body Involved: Department of Industry,
Tourism and Investment

Sections of the Act Applied: Section 1,
Section 24

Outcome: No recommendations made

The Complainant alleged that the Department of
ITI had disclosed information about its financial
situation to potential buyers of his business
resulting in him being unable to sell the business
for top dollar. He alleged that an employee at IT],
who had provided the company with financial
assistance, had advised potential buyers that the
company was going to be declaring bankruptcy
and that they would be better to wait until that
happened because the price of the business
would then fall. ITI denied the allegation, stating
that it was in the public body’s best interests, as

well as the business owner’s, that the business
attract the highest price possible.

The IPC could find no evidence that the ITI
employee had disclosed any business
information about the Complainant’s business
and made no recommendations.

Review Report 20-222

Category of Review: Access to Information

Public Body Involved: Department of Health and
Social Services

Sections of the Act Applied: Section 1, Section 5,
Section 13(1), Section 14(1), section 23

Outcome: No response received

The Applicant made a request to the Department
for information about discussions surrounding
plans or proposals to develop a managed alcohol
program in the Northwest Territories over a
stated time frame.

The Department identified 38 pages of
responsive records which were provided to the
Applicant, but a number of the records were
withheld in whole or in part pursuant to sections
13 (cabinet confidences), 14 (advice to officials)
and 23 (unreasonable invasion of privacy).

The IPC found that the information withheld as a
cabinet confidence did not meet the criteria for
the exception and recommended it be disclosed.
She recommended the disclosure of additional
information under both section 14 and 23.
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HEALTH INFORMATION ACT

Twelve Review Reports were issued pursuant to
the Health Information Act.

Review Report 19-HIA 12

Category of Review: Privacy Breach Complaint

Custodian Involved: Hay River Health and Social
Services Authority

Sections of the Act Applied: Section 10,
Section 14, Section 16, Section 85

Outcome: Recommendations accepted

The Complainant attended an appointment at
the clinic in Hay River for the purpose of having
pictures taken of a skin condition so that they
could be sent to a specialist. In previous
appointments of a similar nature, either an RN or
a physician had taken the pictures. On this
occasion a clinic assistant (CA) was tasked with
taking the pictures. The client felt that having
someone other than a medically trained
individual taking the pictures was a breach of
his privacy, particularly as the area to be
photographed was an area of the body that
would be considered sensitive. The Complainant
voiced his concerns and the CA offered to have
a nurse take the pictures, an offer the
Complainant declined in the interest of time.

The IPC found that there was no breach of the
Complainant’s privacy. The Complainant, having
been given a choice to re-book the appointment
to a time when the RN or physician was
available, consented to proceeding with the CA
taking the photos.

Recommendations were made with respect to
the custodian’s compliance with the Mandatory
Training Policy, with respect to communications
with clients and with respect to ensuring
appropriate consent.

Review Report 19-HIA 13

Category of Review: Privacy Breach Complaint
Custodian Involved: NTHSSA - Yellowknife
Region

Sections of the Act Applied: Section 8,
Section 10, Section 11

Outcome: Recommendations partially accepted

The Complainant was an employee of the
NTHSSA who had several concerns about the
processes and procedures in place resulting in
what he considered to be arisk to privacy. He
had expressed his concerns with his supervisors
but had received no satisfactory response. These
concerns included:

+ While access to the electronic medical record
(EMR) was controlled by “roles”, everyone
having even the base access level has access
to the “encounter record” which lists, among
other things, all of the reasons a client has
accessed an appointment and often reveals
other sensitive personal health information
(PHI) such as mental health diagnosis,
participation in a methadone program, cancer
treatments and abortions. He felt that too much
information was made available to too many
employees with no need to know;

* No routine auditing was done to dissuade
inappropriate access to individual client files;

« NTHSSA still uses a “circle of care” concept for
the provision of health services allowing access
to a client’s files by anyone within a client’s
“circle of care” but without any definition of
what that “circle of care” is or any consent from
the client;

+ The EMR does not have the ability to hide
certain PHI from specific EMR users so the
patient has no ability to prevent access by
specified employees of the health system, for




example, a neighbor or an ex-spouse.
Furthermore, clients are not told that they have
the right to control who has access to their
medical files;

* Notes from psychiatric nurses and psychia-
trists with the out-patient program are stored on
the EMR in a screen available to all EMR users;

* Practitioners do not understand “implied
consent” as it relates to the collection, use and
disclosure of personal health information;

* Health care professionals continue to use
unencrypted emails to transfer PHI

* Those granted access at a particular level in the
EMR then has that level of access for all NWT
residents within the NTHSSA system,
regardless of where they reside.

The IPC reviewed each of the issues raised by the

Complainant and found that many of the

concerns expressed were well founded. She

made 13 recommendations to improve general

privacy policies and procedures within NTHSSA,

including:

« that NTHSSA review all of its public education

materials to remove reference to “circle of
care” and to discontinue the use of the term

within the organization as this is not a concept
recognized in the HIA

+ that NTHSSA take immediate steps to give
honest and true effect to sections 22 and 24 of
the Health Information Act, whether by way of
an electronic solution (masking) or some other
consistent and effective process;

+ that NTHSSA develop and enforce policies
which direct all of its employees and agents to
use the most privacy protective tools available
to them when communicating information
about patients, to include a hierarchy of
appropriate means of communication.

+ that NTHSSA create and disseminate a public
education campaign to educate the public
about how the Health Information Act affects
the patient, and outlines the patient’s rights
including, most importantly, the right to place
conditions on how personal health information
can be collected, used and disclosed and the
right to withdraw consent to the collection, use
and disclosure of personal health information.

Review Report 19-HIA 14

Category of Review: Breach Notification

Custodian Involved: Department of Health and
Social Services - Public Health

Sections of the Act Applied: Section 28(2),
Section 85, Section 87(b), Regulation 15

Outcome: Recommendations largely accepted,
but many only “in principal”

The Department of Health and Social Services
gave the OIPC notice that an unencrypted laptop
containing personal health information of almost
40,000 NWT residents had been stolen from an
employee’s vehicle in Ottawa.

The IPC reviewed the incident and described the
information on the laptop and all of the steps
taken by the Department of Health in the wake of
the theft. She expressed concern about the
Department'’s interpretation of some of the
evidence and some of the sections of the Health
Information Act, their apparent lack of knowledge
of their own policies as well as of the logic of
some of the conclusions in relation to the cause
of the breach as contained in the Department’s
internal investigation.

She made a number of findings, including:

« the theft of the laptop constituted a breach of
privacy under the Act, and that this would have
been the case even if the device had been
encrypted.
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* the Department'’s focus on whether or not the
theft might result in identity fraud or financial
loss was misguided and that the question that
the department should have been asking was
not whether the risk of harm amounted to a
privacy breach, but whether as a result of the
privacy breach (theft) there was a risk of harm
to the individuals whose privacy was breached.

+ the Department failed to acknowledge that one

of the most significant effects of the breach
in this case is the risk that the people of the

Northwest Territories will lose confidence in the

ability of the Department of Health and Social
Services to adequately protect their most
sensitive personal health information, which in

turn, negatively impacts on the effectiveness of

the health system and the health of residents
of the Northwest Territories as a whole.

* the information on the laptop should never
have been downloaded to the laptop and
removed from the safety of the GNWT server
system. N otwithstanding existing policies,
procedures and safeguards, the employee'’s
supervisor authorized and sanctioned the
employee’s practice of downloading sensitive
personal health information onto a mobile
device in direct contravention of all of those
policies, procedures and safeguards.

+ TSC also failed to follow its own policies by
failing to encrypt the laptop before releasing it
to the Department and by failing to follow its
own “evergreening” policies and that these
failures increased the seriousness of the
breach.

The IPC made 15 recommendations arising out of
this breach, which included the following:

+ that all remaining Lenovo Helix laptops still in
use be retired;

+ that the Department develop a detailed policy
to address circumstances in which records
containing PHI can be downloaded to a mobile
device;

* that steps be taken to ensure that Population
Health has sufficient human resources to do
their work without having to take the work out
of the office;

+ that the Deputy Minister take action to ensure
compliance with privacy policies issued under
the HIA;

+ that Population Health immediately cease the
practice of downloading records containing PHI
to mobile devices for the purpose of working
remotely except in exigent or emergent
circumstances;

+ that a thorough privacy audit be conducted by
an independent expert in the fields of both
population health and health privacy to assess
the manner in which information is gathered by
Population Health, including the kinds of
information collected, the justification for each
data element, the means of collection, and the
safeguards in place to protect the information.

Review Report 19-HIA 15

Category of Review: Privacy Breach Complaint
Custodian Involved: NTHSSA - Stanton Territorial
Hospital

Sections of the Act Applied: Section 44,
Section 84

Outcome: Recommendations accepted

The Complainant asked the OIPC to investigate
whether his personal health information had
been inappropriately disclosed to his employer or
his employer’s legal counsel. He was a patient at
the Stanton Territorial Hospital (STH) as a result
of illness and complications arising out of that




illness. He lived in a community other than
Yellowknife and returned to his community when
discharged but was unable to return to work for a
period of time. His employer asked him to resign
or retire and the matter ended up in the courts in
the form of a claim for wrongful dismissal.
During the course of discovery in that court
action, counsel for the employer produced
several pages of detailed medical records in
relation to the Complainant’s stay at the STH and
it appeared from markings on the papers that the
documents had been faxed from STH but it is
unclear where they had been faxed to.

STH indicated that it is their practice to send a
medical information package to the health centre
in the patient’s home community for the purpose
of continuing care when the patient is
discharged and that it appeared that the records
obtained by the employer’s counsel were these
records. Because the patient’s discharge had
happened more than two years earlier, however,
the hospital no longer had the fax logs
associated with the transfer as these are kept for
only one year. The IPC found that there was no
evidence that the breach in this case was
perpetrated by the STH and that it was more
likely that the breach originated in the
Complainant's home community. However, the
IPC made recommendations to improve privacy
protections for patients. These included ensuring
that a record of all disclosures without the
express consent of the patient be maintained
and that the STH include a step in their
discharge protocol to verify with patients that
relevant records will be sent to the health centre
in the patient’s home community.

That said, best practices would

include a notification to the patient,

where possible, that his/her personal
health information is being transferred to
health care providers in his/her home
community. It seems to me that this is
just common courtesy, quite apart from
any legislated requirement.

Review Report 19-HIA 15

Review Report 19-HIA 16

Category of Review: Breach Notification
Custodian Involved: NTHSSA - Yellowknife
Region

Sections of the Act Applied: Section 17,
Section 14, Section 15

Outcome: Recommendation accepted and
transferred to Department of Health and Social
Services for implementation

A mental health counselor received a referral for
a client under the age of 16. The counsellor knew
the client’s family and knew that at least one of
his parents was an employee of the GNWT. The
counsellor felt that since the parent was a GNWT
employee, the client could be supported by the
Employee Assistance Program (EAP) and
approached the parent to provide information
about that program, revealing the client'’s referral
in doing so. As a result of the breach, NTHSSA
had taken proactive steps, including developing
an SOP on the issue of “consent to treatment”.
The IPC's review focused on policies required to
deal with the issue of obtaining consent to the
collection, use and disclosure of personal health
information (as opposed to consent for
treatment, which is different) for minors and, in
particular, for mature minors.
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During the course of the review, it was revealed
that there were no comprehensive policies in
place on the issue of consent, whether for the
purposes of treatment and care, or in relation to
the collection, use and disclosure of personal
health information.

The IPC recommended that NTHSSA develop
formal guidelines with respect to obtaining valid
consent for the collection, use and disclosure of
personal health information, including provisions
in relation to obtaining such consent from
mature minors.

Review Report 19-HIA 17

Category of Review: Breach Notification
Custodian Involved: NTHSSA - Yellowknife
Region

Sections of the Act Applied: Section 8,
Section 85, Regulation 13, Section 88,
Regulation 14, Section 87, Regulation 15

Outcome: Recommendations accepted except
for four which were forwarded to the
Department of Health and Social Services for
consideration/implementation

This review report addressed a common theme
in several breach notifications received over the
course of approximately 6 months. In each of
these cases, a breach of privacy resulted from
the failure of an employee to verify the identity of
the patient using two person-specific identifiers,
such as a name and birthdate, or a name and a
health card number.

In one case, an invoice for health services was
given to the wrong client. Three other cases
involved prescriptions being created in the wrong
name or being given to the wrong patient. In the
last incident a client was misidentified
throughout an entire clinic visit, involving no less
than four staff/client interactions, and
culminating with the issuance of a prescription

containing the name, date of birth, personal
health care number and contact information of
another individual.

The IPC found in each case that the cause of the
breach was the failure of NTHSSA staff to follow
protocol with respect to the use of two person-
specific identifiers to confirm the identity of the
client. She found that while the custodian had
taken some measures required under HIA
section 85 to protect the confidentiality of
personal health information by having a policy in
place and by way of staff awareness efforts, it
failed to apply and/or fully adhere to existing
measures, and in some cases the measures in
place were lacking which resulted, in each case,
in the unauthorized use and disclosure of
personal health information. The IPC reviewed
existing policies, including the Privacy Breach
Policy, the Mandatory Privacy Training Policy,
and the Client/Identifiers Policy.

The IPC made recommendations for revisions to
the Mandatory Privacy Training policy, the
Privacy Breach Policy and the Client/Patient
Identifiers Policy. Further, she recommended the
development of clear, step-by-step directions to
staff on how to apply the patient identifier
protocol. Recommendations were also made
with respect to ensuring compliance with the
Mandatory Privacy Training policy and that
privacy training require a measure or test to
demonstrate comprehension of training received
on the part of each staff person




Review Report 19-HIA 18

Category of Review: Breach of Privacy
Complaint — Non-Compliance with Conditions
Placed

Public Body Involved:
NTHSSA - Beaufort-Delta Region

Sections of the Act Applied: Section 22,
Section 87, Section 192, Regulation 14

Outcome: Recommendation to comply with
complainant’s consent condition as required by
section 22(3) not accepted

Recommendation to comply with Section 11 of
the HIA not accepted

Remaining recommendations accepted

The Complainant, an employee of NTHSSA in the
Beaufort-Delta Region, had some health issues
that he did not want his co-workers to know about,
particularly those he worked with directly. He
attempted to institute an appropriate condition on
the use/disclosure of his personal health infor-
mation on his chart pursuant to section 22 of the
HIA. The condition was not implemented as
requested and, as a result, the Complainant
expected that other NTHSSA staff had inappropr-
lately accessed his medical record resulting in a
breach of his privacy.

The IPC discussed section 22 of the HIA which
outlines the right of the individual to place
conditions on how their personal health
information may be collected, used and disclosed.
Despite making the request a number of times
over the course of at least two years, NTHSSA
failed to implement the condition on the
Complainant'’s electronic health record, largely, it
appeared, because they could not find a way to do
so that seemed satisfactory to management.

The IPC found that information in NTHSSA's Health
Information Act Guide which stated that “if the
custodian’s system does not have the technical

capacity to mask the information or if it is
considered not within professional standards to
mask that information, the custodian will not be
required to meet the condition” was wrong in law
as there was nothing in the HIA which supported
this statement.

The IPC's recommendations included the following:

+ that NTHSSA take immediate steps to comply
with the Applicant’s consent conditions and
provide the Applicant and the OICP with
confirmation of what steps had been taken

+ that NTHSSA take immediate steps to ensure
that its electronic health records system
includes the ability to mask PHI and/or to
prevent access by one or more discrete
individuals so as to allow compliance with
section 22 of the Health Information Act.

+ that the HIA Guide be amended to remove the
erroneous statement contained in that
document which suggests that if the custodian
does not have the technical ability to comply
with a condition, the custodian is not required to
do so and so that it instead reflects the law
which requires a public health information
custodian to “take reasonable steps” to comply
with the condition.

+ that the NTHSSA make its privacy policies, as
reflected by the Ministerial Directive issued by
the Minister of Health and Social Services in
March, 2017, available on its website in a
manner that makes these records easy to find
and accessed by the public.

+ that the NTHSSA take immediate steps to
conduct a privacy breach investigation into the
breaches alleged by the Applicant in
accordance with its Privacy Breach Policy and
provide a copy of that report to the Applicant on
or before March 31st, 2020.
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Review Report 20-HIA 19

Category of Review: Breach Notification

Custodian Involved: Hay River Health and Social
Services Authority

Sections of the Act Applied: Section 153,
Section 154, Section 186, Section 38
Regulation 14,

Outcome: Recommendations acknowledged but
not clearly accepted

A client of HRHSSA requested his own personal
health information. When he received the package,
it contained one document containing the personal
health information about another individual who
had the same first and last names, but a different
date of birth and who was from a different
community.

When investigating how this happened, it appears
that the error occurred when a clerk with
Northwest Territories Health and Social Services
recorded a medical travel form into the Hay River
client’s chart in error, having failed to compare at
least two patient identifiers.

As a preliminary matter, the IPC commented on the
failure of HRHSSA to cooperate with the
investigation by her office. She found it necessary
to write four letters requesting a response to her
inquiries and then received only a very
unsatisfactory and brief summary of events.
Another two letters from the IPC were required
before the HRHSSA provided necessary context
and responses to questions. No final breach report
as required by the Privacy Breach Policy was
produced.

The IPC found that there had been two breaches in
this case. The first was when the travel information
for one client was placed on another client’s file.
The second was when the HRHSSA failed to
properly review the information disclosed to the
client to ensure it was accurate before releasing it.

In this case, HRHSSA took the position that the
initial error was not made by their employee. The
IPC found that because of the integrated nature
of the EMR, there was an obligation to coordinate
a response to a breach such as this where one
custodian entered incorrect information into the
chart of another custodian’s patient. The IPC
discussed accountability for the content on the
shared, integrated EMR system and the need to
ensure appropriate oversight for all users.

Several recommendations were made, including:

+ that the persons responsible for dealing with
privacy breaches at HRHSSA receive
appropriate training in relation to applicable
privacy laws and the organization’s
responsibilities in responding to breaches

+ that HRHSSA work with the Department of
Health and Social Services as well as the
other health information custodians currently
using the Wolf EMR system to outline a clear
statement as to the respective responsibilities
of all parties (users, owners, managers),
including who is ultimately responsible and
accountable for ensuring accuracy and
management of the EMR.

Review Report 20-HIA 20

Category of Review: Breach Notification
Custodian Involved:
NTHSSA - Yellowknife Region

Sections of the Act Applied: Section 87,
Regulation 14

Outcome: Recommendations accepted

The custodian in this case reported to the OIPC
that a USB device containing a client’s MRI of a
head and neck injury had been lost. The USB had
been provided by the client with the intention that
it be added to his chart. The employee who
received the USB device did not immediately take




it to his supervisor for processing, instead leaving
it on his desk in a shared office space and when
he came back to retrieve it, it could not be found.

The IPC reviewed an ‘Administrative Directive’
entitled “Encrypted USB Storage Devices, Use
of”. This was a policy put into place by the
Yellowknife Health and Social Services Authority
before the amalgamation of all Northwest
Territories’ Health Authorities into one entity. The
content of that policy, however, did not address
the situation in which a client provides a USB
device, but only with the internal use of such
devices. She also reviewed the custodian’s
response to the breach.

Several recommendations were made, including

* that privacy breach investigations be
investigated in a timely manner (barring
special circumstances, such investigations
should be completed within 3 months)

* that steps be taken to ensure that NTHSSA
complies with its Mandatory Privacy Training
Policy

+ that all privacy policies, SOPs and
Administrative Directives be posted on
NTHSSA's website for easy access by
employees and the public

+ that NTHSSA develop a policy to address
situations in which clients wish to add digital
information to their health records

Review Report 20-HIA 21

Category of Review: Breach Notification

Public Body Involved: NTHSSA - Child and Family
Services Division

Sections of the Act Applied: Section 39,
Section 87, Regulation 14

Outcome: Recommendations accepted

The Director gave the OIPC notice of a breach
which occurred when an employee of CFS
inadvertently emailed a Mental Health Act form
containing sensitive personal health information
about a client to an NTHSSA employee in Fort
Smith instead of to the intended recipient in
Yellowknife. The error happened because the
intended recipient had the same first name as the
employee whose name was inserted in the “To:"
field and the sender did not pay adequate
attention. The form was sent as an attachment to
the email and was not password protected or
encrypted.

The IPC found that emailing this document to the
wrong person constituted an unauthorized
disclosure under the HIA. The IPC reviewed the
Health and Social Services Electronically Stored
and Transferred Information Policy, which
includes a direction that whenever personal,
personal health and confidential information is
electronically transferred it must be
appropriately encrypted and/or password
protected. She observed that in her experience
this was a policy more often ignored than
followed throughout the NTHSSA system.

The recommendations made included:

+ that the NTHSSA post its Health and Social
Services Electronically Stored and Transferred
Information Policy on its website so that the
public and staff are aware of its existence and
it can be readily accessed;
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+ that the NTHSSA take immediate steps to
ensure compliance with the Electronically
Stored and Transferred Information Policy
whenever documents containing personal
health information are being transferred from
one person to another, and in particular that
the requirement for encryption or password
protection be enforced.

« that the Mandatory Privacy Training Policy be
extended to employees in the “social services”
mandate of NTHSSA;

+ that NTHSSA create a number of educational
modules in relation to privacy best practices in
the health and social services system
focusing on various discrete topics and that
these modules be added to, multiplied and
updated from time to time to reflect lessons
learned and new developments.

Review Report 20-HIA 22

Category of Review: Breach Notification
Custodian Involved: NTHSSA - Dehcho Region

Sections of the Act Applied: Section 85,
Section 86

Outcome: Recommendation to prosecute
complainant referred to Department of Justice

Recommendation to share report with all
departments not accepted

All Remaining Recommendations Accepted

The OPIC received notice from NTHSSA that a
resident in Fort Simpson had allegedly found a
box full of files in the salvage area of the Fort
Simpson dump and had provided a local CBC
reporter with access to the records. The files
contained dated mental health and addictions
information about a large number of people.

This was a very complex review, and the IPC
made a number of findings, including:

+ while impossible to determine exactly where

the found files originated, it is probable that
they were created either in Fort Simpson by
the LKFN under contract with the GNWT to
provide counselling services between the late
1980s until the early 2000s, or on the Hay
River Reserve in connection with a similar
arrangement

either way, it is probable that the box of files
had been stored in the basement of the SISH
building in Fort Simpson for some years

the security of the storage area in the base-
ment of the SISH building was, at best, weak
and tended more to non-existent at the time of
the breach

while impossible to confirm how the resident
of Fort Simpson came to be in possession of
the files, it is possible that they were, in fact,
found in the dump. It is also possible that the
box of files was taken from the SISH during
one of several “clean out” events at that
facility in the summer and fall of 2018;

based on the history of health and social
services delivery in the Northwest Territories,
the records in question were, at the time of the
breach owned by the NTHSSA, and NTHSSA
had custody and control of the records at the
relevant time

however the Fort Simpson resident came to be
in the possession of the records, his possess-
ion constituted an unauthorized disclosure of
personal health information under the HIA

« there were very few policies and procedures in

place in the Dehcho Region (or any other
region) in relation to the management of files
in storage and no effective policies with
respect to the retention and destruction of
records




The following were among the 15
recommendations made:

+ that there be a full inventory of all stored
materials in the custody or control of the
NTHSSA

+ that immediate steps be taken to assess the
current administrative, physical and
technological safeguards in place for the
protection of personal health information at
the SISH facility generally

+ that COOs and senior managers of all regions
complete and verify successful completion of
all available privacy training modules;

+ that urgent steps be taken to develop or
actively adopt system wide policies and SOPs
as require by section 8 of the HIA in relation to
retention and destruction of records containing
personal health information and the general
management of inactive files;

+ that the Mandatory Training Policy be centrally
monitored and resources necessary be made
available for enforcement, with a means to test
understanding of training received, and that
responsibility for monitoring and enforcement
of this policy be delegated to a specific division
of NTHSSA, with immediate and clear
consequences for failure on the part of
employees to comply, including the removal of
access to medical records

+ that consideration be given to prosecuting the
Fort Simpson resident who found these
records under section 185 of the Health
Information Act so as to send a clear message
to the public that it is not appropriate to
disclose found personal health information to
the press or to the public, regardless of the
circumstances

+ that steps be taken internally to address the
failings of NTHSSA as the health information
custodian, and of the NTHSSA-Dehcho Region,
represented by Dehcho Region leadership, to
provide adequate protection to the personal
health information in their organization

Review Report 20-HIA 23
Category of Review: Correction to Personal
Health Information

Custodian Involved: Hay River Health and Social
Services Authority

Sections of the Act Applied: Section 125(a) and
(b), Section 119, Section 120, Section 126,
Section 142, Section 14, Section 15

Outcome: Recommendations agreed to “in
principal”

The Applicant sought and received access to his
personal health records for a five year period.
When reviewing those records he discovered
speculative statements recorded into his chart
which appeared to have been subsequently used
to make decisions about his treatment. He also
objected to several of the opinions, comments
and facts recorded as well as to the account of
some events found in the records.

The Applicant made a request to correct or
expunge a number of entries. The custodian
agreed to remove reference to other members of
the Applicant’s family from the records but
declined to make other corrections requested.

The main focus of the requested corrections
were around an early entry in which a community
third party not involved in the Applicant’s direct
care provided information to the custodian which
was, in turn, recorded on his chart. This
information alleged a suspected association by
the Applicant with an particular group. There was
no evidence to support the supposition and the
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information amounted to nothing more than
gossip or hearsay. It was clear, however, from
subsequent notations on the file that, even years
later, this old hearsay was being referred to and
brought forward by subsequent locum
physicians to make decisions about the patient’s
current treatment and care. The IPC found that
the collection of the information from a third
party source was not an authorized collection.
The IPC further found that there were a number
of other entries that constituted the legitimate
professional opinion of the health care provider
and that such opinions were properly a part of
the patient’s file.

The IPC recommended that the information
obtained from an unverified third party source be
removed from the record, as well as any
subsequent references to that information. She
also made comments on a consent form being
relied on by the HRHSSA as consent to the
collection from and disclosure to third party
service providers and recommended changes to
that form.

PRIVACY IS ESSENTIAL

Grounded in a man’s physical and moral
autonomy, privacy is essential for the
well-being of the individual. For this
reason alone, it is worthy or constitu-
tional protection, but it also has pro-
found significance for the public order.
The restraints imposed on government
to pry into the lives of the citizen go to
the essence of a democratic state.

Justice G. LaForest
R v. Dyment [1988] 2 SCR 417, SCC




TRENDS AND ISSUES
MOVING FORWARD

The next few years for the Office of the
Information and Privacy Commissioner will be a
time of change and adjustments, with new
legislation coming into force and a new
Information and Privacy Commissioner taking
the helm. All of this is happening in the
unprecedented circumstances presented by
COVID 19, which will have lasting effects on the
way both government and businesses work.

Preparing Municipalities

The new legislation lays the groundwork to
include municipal and community governments
under the Act. Before this can happen, all
municipal governments will need to be ready to
meet the obligations imposed by the legislation.
This will include not only education and training,
but also an upgrading of information
management systems which will allow
municipalities to search for and find public
records effectively. Resources should be set
aside and investments made as soon as
practically possible to begin this process so that
the costs of implementation of the access
provisions of the Act are not immediately
overwhelming. In the meantime, the privacy
provisions of the Act can be implemented with
little additional cost but for education and
training and | would recommend that this
training begin as soon as possible.

COVID 19 Response

COVID 19 created an urgent need to find ways to
work and provide services from outside the
confines of the traditional office space. As a
result, many new technologies have been
implemented without adequate vetting or privacy

impact assessments having been done. Once
things have settled out a bit it will be necessary
to retrace steps to fully and properly assess the
privacy impacts of these new approaches and
technologies, especially in those circumstances
in which there is a determination that the
continued use of these work-around solutions
may be effective on a permanent basis. There
has never been a greater threat to privacy than
now and there must be a clear commitment to
continuing to make privacy a priority regardless
of perceived benefits of these new approaches.
Long term impacts must also be considered.

The pandemic has also resulted in the collection
of huge amounts of personal information. Most
public bodies, including health care facilities, now
collect the personal information of every person
entering a facility. Anyone who travels outside of
the Northwest Territories must now provide
significant amounts of personal information in
order to qualify to return to their own home.
Names and addresses and telephone contact
information is now being required in
circumstances in which one would never have
dreamed of providing such information only a few
short months ago. There is a legitimate need for
the collection of much of this information, but
there seems to be little guidance as to the
retention and destruction of this information
when it is no longer required for the purposes for
which it was collected (i.e. contact tracing). While
responding to and continuing to plan for the
pandemic is important, it is equally as important
that we continue to monitor the privacy impacts
of the steps taken to address these issues so that
we do not lose our constitutional and human
right to determine how and by whom our personal
information is collected, used and disclosed.
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Training for ATIPP Staff

If one were to read all of the Review Reports
issued over the past year, one of the most
commonly recurring themes in terms of
recommendations is that public bodies provide
their ATIPP Coordinators with more and better
training with respect to their roles as the
gatekeepers within the departments on these
issues. The position of ATIPP Coordinator is an
important one and requires the ability and the
authority to make decisions with respect to what
is, and what is not, appropriate to disclose in the
context of an access to information request, and
who understands and has the ability to address
privacy concerns raised. These positions are not
entry level positions. They require expertise and
training, a strong familiarity with records
management and an understanding of the way in
which the GNWT operates. The GNWT has lost a
number of its most experienced ATIPP
Coordinators over the last year and this is
becoming obvious in the quality of responses to
both Applicants and to this office. The importance
of the role and the expertise required in an ATIPP
officer needs to be recognized in the form of
appropriate ratings for position evaluation and
remuneration commensurate with the importance
and expertise required. More ATIPP Coordinators
should be encouraged and supported to take
on-line training such as that offered by the
University of Alberta’s Faculty of Extension. ATIPP
Coordinators should be encouraged to meet on a
regular basis to discuss issues that have
presented themselves and solutions applied. In
short, more must be done to invest in, support and
train these important employees.

Adequate Resources

Bill 29 —An Act to Amend the Access to Information
and Protection of Privacy Act will bring a
modernized and much improved approach to
access and privacy in the Northwest Territories. It
would be naive, however, to think that these new
provisions can be implemented with no additional
resources being dedicated to compliance. If the
last year has proven anything, it is that access
and privacy issues continue to grow in
prominence and importance. | predict that the
coming years will be increasingly busy for the
Office of the Information and Privacy
Commissioner. Just as | have advocated for
adequate resources be provided to public bodies,
it is equally important that adequate staff and
appropriate expertise be allocated to the OIPC to
meet its obligations under the Acts and to meet
the ever increasing demand for its services. With
one new investigator having been approved for
the 2020/2021 fiscal year, this will hopefully help
to reduce the existing backlog and allow the new
Information and Privacy Commissioner some
breathing room. While this will give the office the
human resources it needs to meet existing
demand, it will not be nearly sufficient to meet
the anticipated need once the new legislation
comes into effect.

Privacy Impact Assessments

As noted above, this office has spent many hours
reviewing privacy impact assessments provided
by health information custodians as required
pursuant to section 89 of the Health Information
Act. Bill 29, An Act to Amend the Access to
Information and Protection of Privacy Act will, when
it comes into effect, also impose on all public
bodies a similar requirement to conduct PIAs for
new projects involving the collection, use or
disclosure of personal information. PIAs are




important tools to help assess how a project will
impact on privacy, to identify any privacy impacts
contrary to law and to help in addressing those
impacts as effectively as possible. The PlAis a
living document, which should be continuously
referred to and updated as necessary. A good PIA
process will begin at the conceptual stage of any
project to identify issues such as necessity,
proportionality, effectiveness and minimal
intrusion. It will be reviewed and updated during
the development stage and address issues such
as identifying the specific purpose for each data
point collected, necessary consents, legislative
compliance, safeguards, internal controls,
training and operational responsibility. Once a
project is complete, the PIA should continue to be
used to test effectiveness and identify new
impacts that might come to light over time. Done
well, PIAs will ensure compliance with privacy
legislation and avoid costly and time consuming
attempts to address issues after the fact. They
are an essential tool in the “Privacy by Design”
concept which contemplates building privacy into
new projects from the inception.

In light of the existing PIA obligations placed on
health information custodians and the pending
obligations in this regard which will come into
effect with the amendments to the Access to
Information and Protection of Privacy Act, | would
strongly recommend that detailed policies and
procedures be created to ensure that this tool is
both understood and effectively used to measure
the impacts of new programs, to include a
requirement to engage the Office of the
Information and Privacy Commissioner in
identifying discrepancies in compliance. Further,
the direction should include a requirement to
engage the Office of the Information and Privacy
Commissioner in the planning stages of projects
rather than only after the project is implemented.
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FINAL WORD

As | leave the position of Information and Privacy
Commissioner for the Northwest Territories, | feel
a sense of accomplishment and satisfaction. |
am proud of the work that has been done by my
office over the last twenty-four years to improve
access and privacy for the people of the
Northwest Territories. The job has had its
challenges and frustrations, but that is the
nature of the beast and nothing worth having
comes without hard work and perseverance and
sometimes even a little pain. | have become a
strong advocate for the values espoused by the
legislation over which | have had oversight. My
hope is that | have left this office strong and
ready for the next Information and Privacy
Commissioner to be able to continue this
important work supporting privacy and access to
information rights.
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COMMISSARIAT A
LINFORMATION ET
ALAPROTECTION
DE LA VIE PRIVEE

TERRITOIRES DU NORD-OUEST

27 juillet 2020

Frederick Blake Jr.

Président de 'Assemblée législative
C. P. 1320

Yellowknife NT X1A 2L9

Monsieur le Président,

J'ai I'honneur de soumettre a 'Assemblée législative des Territoires du Nord-
Ouest mon rapport annuel pour la période du ler avril 2019 au 31 mars 2020.

Veuillez agréer, Monsieur le Président, mes sentiments distingués.

Elaine Keenan Bengts ‘

Commissaire a l'information et a la protection de la vie privée

Territoires du Nord-Ouest
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MESSAGE DE LA COMMISSAIRE

Rétrospective et perspectives d'avenir
Le présent rapport annuel sera mon dernier en
tant que Commissaire a l'information et a la
protection de la vie privée des Territoires du
Nord-Ouest, mon mandat se terminant a la fin du
mois d'octobre aprés presque 24 ans. Il s'agit
d’'un moment tout désigné pour réfléchir a ce que
nous avons fait et a ce que nous allons faire.

Lorsque je suis entrée en fonction en 1997, je
n‘avais pas vraiment conscience de la nature du
travail ni de lI'importance du mandat du
Commissariat. Il était également impossible de
savoir comment le Commissariat allait évoluer
pour remplir un réle aussi important dans le
monde tres différent d'aujourd’hui. Il faut se
rappeler qu'il y a vingt-quatre ans, Internet nen
était qu'a ses débuts, et qu'il 'y avait ni
Facebook, ni Google, ni Siri. Le courrier
électronique n'était pas un moyen reconnu pour

les communications d'entreprise. Aujourd’hui,
nous vivons sur Internet et I'information, en
particulier les renseignements personnels, est
devenue un bien précieux, acheté et vendu a la
fois par des acteurs légitimes ou malveillants.
Les renseignements personnels sont colligés
selon des méthodes et en des quantités qui
n'auraient pu étre imaginées il y a 24 ans.
Comme lI'ont démontré les révélations sur
Cambridge Analytica a la suite de |'élection
présidentielle de 2016 aux Etats-Unis, nos
renseignements personnels sont recueillis,
analysés, traités et vendus comme jamais
auparavant, le plus souvent a notre insu ou

sans notre véritable consentement. Lorsque nous
faisons affaire avec des entreprises privées, nous
avons un certain choix : si nous sommes
vigilants et prudents, nous pouvons limiter la
quantité de renseignements personnels que nous
sommes préts a divulguer et dans quelles
circonstances. Il en est autrement pour nombre
de nos interactions avec le gouvernement. Par
exemple, si nous avons besoin d'assistance
médicale, nous devons communiquer des
renseignements personnels aux professionnels
de la santé; si nous voulons faire des études,
nous devons communiquer nos renseignements
personnels au gouvernement; si nous voulons
obtenir un permis de conduire, nous devons
fournir nos renseignements personnels au
gouvernement. Nous devons pouvoir faire
confiance au gouvernement pour le traitement
adéquat de tous les renseignements personnels
que nous lui transmettons dans notre vie de tous
les jours, c'est essentiel. Nous avons besoin que
le gouvernement protége notre vie privée.

Par ailleurs, en démocratie, les citoyens doivent
avoir accés aux documents publics — des
documents qui, par définition, leur appartiennent
— afin de pouvoir participer pleinement a la vie
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politique et de contribuer a rendre nos
gouvernements plus transparents et plus
accessibles. Comme l'histoire récente I'a
démontré, cette transparence et cette
accessibilité sont plus nécessaires que jamais
dans les situations d'urgence. Nous avons vu de
nombreux exemples de gouvernements dans le
monde entier prendre des mesures sans
précédent pour faire face a la pandémie et aux
troubles sociaux actuels, ce qui a suscité des
inquiétudes pour l'avenir de la démocratie et de
la protection de la vie privée. Les droits énoncés
dans la Loi sur l'accés a l'information et la
protection de la vie privée représentent un outil
puissant pour garantir que les gouvernements
solent transparents et rendent des comptes.
Ces 24 derniéres années ont été marquées par
des menaces de plus en plus importantes pour
I'acces a l'information et la protection de la vie
privée, ce qui rend cette loi encore plus
importante aujourd’hui.

J'ai été ravie |'été dernier lorsque 'Assemblée
législative a adopté le Projet de loi no 29 Lol
modifiant la Loi sur l'accés a l'information et la
protection de la vie privée. Comme je 'ai indiqué
dans le rapport annuel de I'année derniére, ces
modifications changeront radicalement le régime
d'accés a l'information et de protection de la vie
privée en vigueur aux Territoires du Nord-Ouest.
Le commissaire a l'information et a la protection
de la vie privée aura désormais le pouvoir de
rendre des ordonnances obligatoires en droit
pour le gouvernement au lieu de se limiter a
formuler des recommandations. La Loi gagne
ainsi une force considérable. Cette transition d'un
role consultatif a un role législatif est opportune,
car, au cours des derniéres années, j'ai
malheureusement constaté une diminution des
efforts consentis pour assurer le respect de la Loi
actuelle. Des délais prescrits ne sont pas

respectés, ou sont carrément ignorés. Il est aussi
arrivé que des organismes publics ne répondent
tout simplement pas aux demandes d'acces a
I'information. De plus en plus souvent, il arrive
aussi que des communications émanant du
Commissariat demeurent sans réponse. Les
demandes que nous envoient les organismes
publics sont devenues moins complétes et moins
utiles. J'espére que I'entrée en vigueur des modifi-
cations incitera les organismes publics des TNO a
affecter des ressources suffisantes aux activités
de contréle du respect des régles, ne serait-ce que
parce que le non-respect de ces regles aura des
conséquences beaucoup plus importantes et
codteuses.

Pour étre juste envers le personnel des
organismes publics qui est en premiére ligne et
qui est en grande partie responsable des
questions d'accés a l'information et de protection
de la vie privée, a savoir les coordonnateurs de
I'accés a l'information et de la protection de la vie
privée, il convient de reconnaitre que ces lacunes,
du moins a mon avis, découlent d'un manque de
volonté de la part des dirigeants et de la
diminution constante des ressources consacrées
a ces postes ainsi que de la diminution
considérable de la formation offerte au personnel
concerné. Bon nombre des coordonnateurs les
plus expérimentés et les plus compétents du
GTNO ont quitté leur poste au cours de la
derniére année et ont été remplacés par des
personnes dont I'expérience dans le domaine est
faible ou nulle et qui ne sont pas soutenues dans
leurs roles par une formation adéquate. Ces
fonctionnaires n'ont pas non plus le temps ou les
ressources nécessaires pour remplir cette
importante fonction, étant donné que l'acceés a
I'information et la protection de la vie privée sont
souvent traités comme des responsabilités
secondaires. Parallelement, le nombre de




demandes d'accés a I'information et de plaintes
pour atteinte a la vie privée ainsi que leur
complexité sont montées en fleche, en particulier
au cours de I'année derniére, au point que dans
certains cas, il serait impossible, méme pour un
coordonnateur de l'acces a l'information et a la
protection de la vie privée diment formé, de
répondre a la demande, en travaillant a plein
temps sur ces questions. De nombreux
coordonnateurs ont cependant d’autres taches
importantes, et I'accés a I'information et la
protection de la vie privée n'est pas une priorité.
Les nouveaux titulaires, moins bien formés, ont
donc du mal a comprendre leur role, et encore
plus de mal a appliquer la Loi. Une partie du
probléeme réside peut-étre dans le fait qu'avec
I'entrée en vigueur des modifications a un
moment précis, on a I'impression qu'ily a peu a
gagner a consacrer du temps et des ressources a
la formation des personnes dans le cadre de la
Loi en vigueur. Cependant, le Projet de Loi 29 a
été adopté en juin de I'année derniére et a la date
de rédaction du présent rapport, en aott 2020, il
n'y a aucune indication sur la date a laquelle les
nouvelles dispositions pourraient entrer en
vigueur. En outre, les membres clés de I'équipe
qui ont joué un roéle important dans le plan de
mise en ceuvre ne sont plus la. On ne sait pas
exactement quand une mise en ceuvre, méme
partielle, pourrait avoir lieu. Dans les
circonstances actuelles, cela pourrait prendre six
mois supplémentaires, voire un an. Il est tout de
méme inadmissible que les responsables
concernés attendent que les amendements
entrent en vigueur avant d’aller de l'avant. Les
organismes publics doivent prendre les devants
et veiller a ce que les coordonnateurs de I'acces
a l'information et de la protection de la vie privée
recoivent une formation adéquate et disposent

de ressources suffisantes pour faire leur travail
dés maintenant.

Le Commissariat a été plus occupé que jamais
en 2019-2020. Nous avons en effet ouvert 76
dossiers en vertu de la Loi sur l'acces a
I'information et la protection de la vie privée des
Territoires du Nord-Ouest, soit une augmentation
de 38 % par rapport a 2018-2019. Toutefois, la
statistique la plus surprenante est 'augmentation
du nombre de dossiers ouverts en vertu de la Loi
sur les renseignements personnels sur la santé.
Ce nombre est passé de 29 dossiers en 2018-
2019 a 86 dossiers en 2019-2020, soit une
impressionnante hausse de 197 %! Les chiffres

LA RAPIDITE D'’ACCES

La rapidité d'accés est un principe
d'une importance capitale. Il va
sans dire que le respect de la Loi
est encore plus important...

Le nombre record de demandes
représente sans aucun doute un défi, et je
salue le dévouement des fonctionnaires,
en particulier ceux du bureau des services
d'acces a l'information, qui travaillent trés
dur pour suivre le rythme. Toutefois, le

fait est que le service public doit disposer
des ressources Nécessaires pour suivre

la demande et se conformer 3 la Loi.

Extrait du rapport spécial Now is the
time: A report card on government's
access to information timeliness,
CIPV C.-B,, 2 septembre 2020.




indiquent une augmentation de 93 % du nombre
de dossiers ouverts.

Par contre, le nombre de dossiers ouverts ne dit
pas tout. Chaque année, les enjeux de l'accés a
I'information et de la protection de la vie privée
deviennent plus complexes. Depuis le Ter avril
2020, le Commissariat n'est plus responsable de
la surveillance de la Loi sur I'acces a I'information
et la protection de la vie privée du Nunavut, ce
qui libérera du temps pour le bureau ténois.
Malgré cela, nous continuons a manquer de
personnel et nous n‘avons pas été en mesure de
respecter notre délai de six mois pour la
production des rapports d'examen au moins pour
les trois derniers exercices financiers. Et lorsque
le nouveau régime législatif entrera en vigueur, il
entrainera un accroissement substantiel des
responsabilités du Commissariat. En plus de faire
passer ce dernier d'un réle consultatif a un role
décisionnel, la nouvelle loi introduira de nouvelles
exigences sur le signalement des infractions
pour tous les organismes publics, exigera que les
demandes de prolongation de délai soient
approuvées par le Commissaire, chargera le
Commissariat d'éduquer le public et réduira
considérablement le délai accordé pour la
production des rapports d'examen, qui passera
de six mois a un peu plus de quatre mois.

Une «évaluation des besoins » officielle a été
réalisée pour le Commissariat au début de I'hiver,
et des recommandations ont été formulées en
vue d'augmenter |'effectif administratif et le
personnel affecté aux enquétes. Je suis tres
heureuse que le dernier budget ait permis I'ajout
d’au moins une personne aux enquétes et d'une
autre a I'administration. Nous espérons que ces
postes seront pourvus le plus rapidement
possible afin que nous puissions éliminer les
retards accumulés et permettre au Commissariat
de se préparer a remplir son mandat élargi.

Tout cela pour dire que l'accés a l'information et
la protection de la vie privée sont des enjeux qui
exigent de plus en plus de temps et sont de plus
en plus complexes. La tendance va se poursuivre,
et les ressources disponibles pour traiter ces
questions devront augmenter au méme rythme
que la demande. Les grands organismes publics
ne peuvent plus se contenter de dépendre de
coordonnateurs de I'accés a l'information et de la
protection de la vie privée qui travaillent a temps
partiel. Il faudra consacrer plus de temps,
d'énergie et de ressources a I'embauche et au
maintien en poste d'employés bien formés et
possédant |'expertise requise pour composer
avec la réalité d'aujourd’hui.

En conclusion, je m'en voudrais de ne pas
reconnaitre a sa juste valeur et remercier le
personnel du Commissariat a l'information et a la
protection de la vie privée. Ses membres
comptent parmi les meilleures personnes avec
lesquelles j'ai eu le plaisir de travailler. Leur
enthousiasme, leur expérience et leur
dévouement sont sans égal, et les Ténois sont
extrémement chanceux de les avoir pour veiller
au respect de leurs droits. Je tiens également a
remercier sincérement les Ténois de m'avoir fait
confiance au cours des 24 dernieres années. Le
travail de commissaire a l'information et a la
protection de la vie privée des Territoires du
Nord-Ouest a été le plus enrichissant que j'aie
jamais effectué, et j'espére avoir laissé au
nouveau ou a la nouvelle titulaire du poste un
fondement solide sur lequel il ou elle pourra
s'appuyer pour poursuivre le travail important du
Commissariat.




RAPPORT FINANCIER

Pour I'exercice 2019-2020, le total des fonds (fonds
cumulés) dépensés pour le fonctionnement du
Commissariat a I'information et a la protection de
la vie privée des Territoires du Nord-Ouest et du
Nunavut s'élevait a 295 144,40 S. La ventilation de
ces colts est présentée dans les tableaux

ci-dessous.
Personneldebureau ............. 319084,82 S
Services d'experts-conseils. . ....... 43953,25$
Fraisdebureau................... 14 185,37 $§
Déplacements en service
commandé....................... 17 920,96 $
TOTAL . ... i e 395144,40 $ ] ) )
B Employés M Services de consultation
Dépenses du bureau M Déplacements professionnels
350000
300000 +
250000
200000
150000
100000
0 'T":.'- 1 1 t 1
Employés Services de Dépenses du Déplacements
consultation bureau professionnels
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A PROPOS DU COMMISSARIAT A
LINFORMATION ET A LA
PROTECTION DE LA VIE PRIVEE

Le Commissaire a l'information et a la protection
de la vie privée est un haut fonctionnaire de
I'Assemblée législative. Il releve directement de
I'Assemblée législative des Territoires du Nord-
Ouest et est indépendant du gouvernement.

Par l'intermédiaire du Commissariat a
I'information et a la protection de la vie privée, le
Commissaire exerce les responsabilités
|égislatives et réglementaires énoncées dans la
Loi sur 'accés a l'information et la protection de la
vie privée (LAIPVP) et la Loi sur les renseignements
personnels sur la santé (LRS).

Loi sur I'acces a l'information et la
protection de la vie privée

La Loi sur l'accés a l'information et la protection de
la vie privée s’applique a 32 ministéres, sociétés
d'Etat et autres organismes publics des TNO. La
LAIPVP établit trois principes clés :

* le droit du public d’avoir acces a tout
document sous la garde ou le contréle d’'un
organisme public, sous réserve d’'exceptions
limitées et particulieres;

* le droit des personnes d'avoir acces a leurs
propres renseignements détenus par des
organismes publics et de demander a ce que
des corrections y soient apportées;

+ I'obligation pour les organismes publics de
protéger la vie privée des personnes en
établissant les circonstances dans lesquelles
ils peuvent recueillir, utiliser ou divulguer des
renseignements personnels.

Elle décrit la marche a suivre pour que le public
puisse avoir accés aux dossiers et établit quand

et comment les organismes publics peuvent
recueillir, utiliser ou divulguer des
renseignements personnels sur les personnes.

Loi sur les renseignements personnels

sur la santé

La Loi sur les renseignements personnels sur la
santé (LRS) est entrée en vigueur le 1er octobre
2015. Son objectif est de régir la collecte,
I'utilisation et la divulgation de renseignements
personnels sur la santé; le l1égislateur reconnait
en méme temps le besoin d'utiliser et de
divulguer ces renseignements lorsque cela est
nécessaire pour fournir des soins de santé de
facon efficace. La Loi s'applique a tous les
dossiers contenant des renseignements
personnels sur la santé de personnes
identifiables qui sont sous la garde ou le contréle
de dépositaires de renseignements sur la santé
tels que définis par la Loi. Il réglemente les
dépositaires de ces renseignements dans les
secteurs privé et public, notamment le ministére
de la Santé et des Services sociaux,
I'Administration des services de santé et des
services sociaux des Territoires du Nord-Ouest,
I'Administration des services de santé et des
services sociaux de Hay River, 'Agence de
services communautaires ttjch ainsi que les
médecins et les pharmaciens en pratique privée
des Territoires du Nord-Ouest. La LRS s’applique
également aux «agents » qui rendent un service
aux dépositaires, tels que les employés, les
entrepreneurs, les étudiants et les bénévoles. Les
dépositaires sont responsables des
renseignements recueillis, utilisés et divulgués
par leurs agents.

La LRS définit les régles que les fournisseurs de
services de santé doivent suivre au moment de la
collecte, de l'utilisation et de la divulgation de
renseignements personnels sur la santé.




L'ensemble de ces dispositions s’articule autour
d’'une directive claire : 'accés du personnel
médical a tout renseignement personnel sur la
santé doit étre limité aux renseignements que le
professionnel de la santé «doit connaitre » pour
effectuer son travail.

La Loi protége la vie privée des patients en
réglementant la maniére dont les renseignements
sur la santé peuvent étre recueillis, utilisés et
divulgués et en établissant I'obligation pour les
dépositaires de prendre des mesures raisonnables
pour protéger la confidentialité et la sécurité des
renseignements sur la santé. La Loi donne
également aux personnes le droit d'accéder a
leurs propres renseignements sur la santé et de
demander que des corrections y soient apportées.
Elle donne également au patient le droit de poser
des conditions quant a I'acces a son dossier

S

médical personnel et d'ordonner, par exemple,
gu'un ou plusieurs praticiens, infirmiers, employés
de bureau ou autres employés d'un bureau
particulier se voient interdire I'acces a leur
dossier.

La Loi sur les renseignements personnels sur la
santé impose également aux dépositaires de
renseignements sur la santé l'obligation d’avertir
la personne concernée ainsi que le Commissaire
a l'information et a la protection de la vie privée si
des renseignements personnels concernant sa
santé sont utilisés ou divulgués contrairement a
la Loi ou, encore, sont volés, perdus, altérés ou
détruits de maniere inappropriée. Le Commissaire
peut procéder a un examen et préparer un rapport
contenant des recommandations appropriées
dans de telles circonstances.

Réunion des commissaires fédéraux, provinciaux et territoriaux a l'information et a la protection de la vie
privée et des ombudsmans du Canada Charlottetown (I.-P-E.) Aodt 2019
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Le role du Commissaire 3 I'information

et a la protection de la vie privée

Le Commissariat a I'information et a la protection
de la vie privée assure une surveillance
indépendante des décisions prises par les
organismes publics et les dépositaires de
renseignements sur la santé en réponse aux
demandes d'accés a l'information et enquéte sur
les allégations d'atteinte a la vie privée en vertu de
la Loi sur I'acces a l'information et la protection de
la vie privée et de la Loi sur les renseignements
personnels sur la santé.

Lorsqu’un organisme public ou un dépositaire de
renseignements sur la santé ne répond pas de
maniére adéquate a une demande d'information,
le requérant a le droit de présenter une demande
de révision au Commissariat a I'information et a la
protection de la vie privée pour qu'un examen et
une évaluation soient effectués de maniére
indépendante. De méme, si une personne a un
probléme de protection de la vie privée qui n'a pas
été traité par un organisme public ou un
dépositaire de renseignements sur la santé, selon
le cas, elle peut demander au Commissariat a
I'information et a la protection de la vie privée de
procéder a un examen indépendant de la question.

Le Commissaire a lI'information et a la protection
de la vie privée mene ses enquétes sur les plaintes
en obtenant l'avis de toutes les parties concernées
et publie un rapport exposant ses conclusions,
aprés avoir évalué les renseignements regus et
interprété et appliqué les différents articles de la
Loi concernés. Dans ce rapport, le Commissaire a
I'information et a la protection de la vie privée fera
des recommandations a l'organisme public ou au
dépositaire des renseignements sur la santé,
selon le cas. Les organismes publics et les
dépositaires de renseignements sur la santé sont
tenus de répondre aux recommandations

formulées par le Commissaire, mais ils ne sont
pas tenus présentement d'accepter lesdites
recommandations. Toutefois, dans le cas de
recommandations faites en vertu de la Loi sur les
renseignements personnels sur la santé, lorsqu’un
dépositaire de renseignements sur la santé
accepte une recommandation, I'acceptation
devient juridiquement contraignante et le
dépositaire dispose de 45 jours pour mettre en
ceuvre la recommandation, sinon la Cour supréme
se verra demander d'imposer l'application de la
recommandation en question.

Les rapports d'examen publiés par le
Commissaire a l'information et a la protection de
la vie privée sont des documents publics, et ce
dernier est tenu d'inclure dans son rapport
annuel une indication de toutes les recomman-
dations formulées qui n'ont pas été acceptées.

Apreés l'entrée en vigueur du Projet de loi 29,
comme nous l'avons vu plus haut, le réle du
Commissaire a l'information et a la protection de
la vie privée changera de telle sorte qu'il aura le
pouvoir, en vertu de la Loi sur I'accés a
I'information et la protection de la vie privée, de
formuler des ordonnances contraignantes
exécutoires devant la Cour supréme des
Territoires du Nord-Ouest. Ce pouvoir de formuler
des ordonnances ne s’appliquera pas aux
questions relevant de la Loi sur les
renseignements personnels sur la santé.

En plus de traiter les plaintes, le Commissaire a
I'information et a la protection de la vie privée
examine et commente les projets de loi et les
évaluations des répercussions sur la vie privée
lorsqu’on le lui demande.




BILAN DE 'ANNEE

Par le fait d'une augmentation de 93 % dans le
nombre de dossiers ouverts, 'exercice 2019-2020
fut a tous égards une année record pour
Commissariat a I'information et a la protection de
la vie privée des Territoires du Nord-Ouest.

Loi sur I'acceés 3 l'information et la

protection de la vie privée
Soixante-seize dossiers ont été ouverts en vertu
de la Loi sur I'accés a l'information et la
protection de la vie privée entre le 1er avril 2019
et le 31 mars 2020. Les dossiers ouverts se
répartissent dans les catégories suivantes :

Acces a l'information

Examen des réponses aux demandes concernant
[@aLAIPVP. ... . . 16

Refusprésumés ........................... 7
Prolongations .......... ... ... ... .........

Demandesdetiers......................... 1

Questions relatives a la vie privée

Plaintes pour atteinte a la vie privée 27
Avis de violation (par des organismes publics) 3
Commentaires

Demandes de commentaires de la part

d'organismes publics....................... 8
Demandes de commentaires de la

partdupublic .............. ... ... ... ..... 5
Commentaires de la Commissaire............ 2
Divers
Prisesdeposition.......................... 2
Administration. . ........... ... ... ... .. 1

Il est clair que les questions relatives a la
protection de la vie privée ont représenté une
part importante des demandes de réexamen au

cours de cette période. Le nombre de plaintes
pour atteinte a la vie privée déposées cette année
(27) dépasse largement le nombre de plaintes a
ce sujet recues en 2018-2019 (6). Il s'agit de la
premiére fois que les dossiers relatifs a la
protection de la vie privée sont plus nombreux
que les dossiers portant sur I'acces a
I'information. Rien n'indique clairement pourquoi
il en est ainsi, si ce n‘est que le public est de plus
en plus conscient de sa vie privée et la protége.
Le nombre de dossiers de présomption de refus
(lorsque l'organisme public n'a pas répondu a
une demande d'information dans les 30 jours
prévus par la Loi) et les dossiers de prolongation
de délai (lorsque I'organisme public a prolongé le
délai de réponse de 30 jours prévu par l'article 11)
continuent d'étre préoccupants. Comme indiqué
dans le rapport annuel de I'année derniére et
dans les observations liminaires que je formule
dans le présent rapport, on peut dire que les
organismes publics manquent de plus en plus de
moyens pour répondre aux demandes d'acces a
I'information et qu'il est nécessaire d’accroitre les
ressources et d'améliorer la formation des
coordonnateurs de I'accés a l'information et a la
protection de la vie privée.

En plus des questions qui ont donné lieu a
I'ouverture de dossiers, nous avons
naturellement traité, sur une base quotidienne,
nombre d'appels de personnes qui souhaitaient
obtenir des renseignements de base au sujet de
la Loi; nous avons répondu a leurs demandes
immédiatement, sans ouvrir de dossier.
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Loi sur les renseignements personnels
sur la santé

L'exercice 2019-2020 a été marqué par une
véritable explosion des ouvertures de dossiers en
vertu de la Loi sur les renseignements personnels
sur la santé, avec en tout 86 nouveaux dossiers,
comparativement a seulement 29 en 2018-2019.

Signalements d'atteintes . .. ................ 58
Signalement d'atteinte par un tiers

(Saskatchewan Health) ..................... 1
Plaintes pour atteinte alavie privée .......... 8
Examens de la Commissaire. ............... 1
Enquétes lancées par la Commissaire. . ....... 6
Prisesdeposition.......................... 1
Administration. . ........... ... ... ... ... 1

La plupart des notifications d'infraction ont été
recues de I'Administration des services de santé et
des services sociaux des Territoires du Nord-Ouest
(ASTNO), ce qui est normal dans la mesure ou la
plupart des services de santé donnés aux
Territoires du Nord-Ouest le sont par cet
organisme. Cela atteste également du fait que cet
organisme est plus a méme de reconnaitre et de
signaler ces atteintes que les autres dépositaires
de renseignements sur la santé. A cet égard, je
tiens a souligner que 'ASTNO a clairement mieux
fait lorsqu'il a fallu reconnaitre que des erreurs de
confidentialité avaient été commises.

La plupart des signalements d'atteintes aux droits
recues concernaient un ou deux patients et
avaient donc une portée limitée. Cela n’a toutefois
pas été le cas pour toutes les infractions
signalées. Plusieurs d'entre elles impliquaient un
grand nombre d'individus, ce qui les rend
évidemment plus préoccupantes.

Le nombre d'atteintes signalées qui résultent du
non-respect par les employés des protocoles

exigeant que chaque patient soit identifié par deux
facteurs d'identification (par exemple, nom et date
de naissance) est également préoccupant. Dans
un cas, un patient a été mal identifié au moins
quatre fois — lorsqu'il a pris son rendez-vous,
lorsqu'il s'est présenté a son rendez-vous, lorsqu'il
arencontré le médecin et lorsque celui-ci lui a
remis une ordonnance. Lui et un parent avaient le
méme prénom et le méme nom de famille, et
aucun membre du personnel clinique qui s'est
occupé de lui n'a constaté qu'il se référait au
dossier du parent jusqu’a ce que le patient lui-
méme regoive l'ordonnance, voie l'erreur et la
porte a I'attention des professionnels de la santé.

L'envoi de documents par télécopie et par courrier
électronique est une autre cause fréquente
d’atteinte a la vie privée. On a également observé
un nombre surprenant d'incidents au cours
desquels un dossier contenant des
renseignements personnels sur la santé a été
envoyé pour étre imprimé sur la mauvaise
imprimante.

L'année derniére, le personnel du Commissariat a
consacré littéralement des centaines d’heures a
examiner et a commenter un certain nombre
d'évaluations des répercussions sur la vie privée
qui lui ont été soumises en vertu du paragraphe
89(3) de la Loi sur les renseignements personnels
sur la santé. Cette loi exige que les dépositaires de
renseignements sur la santé produisent une
évaluation des répercussions sur la vie privée que
peut avoir toute proposition de remplacement ou
toute modification d'un systeme d'information ou
d’'une technologie de communication servant a la
collecte, a l'utilisation ou a la divulgation de
renseignements personnels sur la santé. La Loi
prévoit également que le Commissaire a
I'information et a la protection de la vie privée peut
formuler des commentaires sur les évaluations




des répercussions sur la vie privée regues.
Cependant, la Loi est malheureusement muette
sur ce que doivent faire, le cas échéant, les
dépositaires de renseignements sur la santé
lorsqu'ils regcoivent des commentaires du
Commissaire. Nous avons adopté la position
selon laquelle le but du législateur était que les
évaluations des répercussions sur la vie privée
solent préparées bien avant la mise en ceuvre des
nouveaux programmes, que le Commissaire
examine les évaluations des répercussions sur la
vie privée regues et qu'il formule ses
commentaires, suggestions et recommand-ations
et, ensuite, que les dépositaires de
renseignements sur la santé responsables des
nouveaux programmes ou systémes soient tenus
de prendre en compte ces commentaires et, a
tout le moins, de reconnaitre les questions et les
préoccupations soulevées. Or, le ministére de la
Santé et des Services sociaux a un point de vue
différent. La plupart sinon la totalité des
évaluations des répercussions sur la vie privée
regues par le Commissariat ont été fournies des
semaines voire des mois aprés la mise en service,
si ce n'est dans un cas ou nous avons regu
I'évaluation un vendredi a 17 heures pour un
systeme qui allait étre mis en ligne le lundi a 8
heures. On m'a également remis une évaluation
des répercussions sur la vie privée dans laquelle
I'analyse indiquait clairement que |'option avait
des répercussions inacceptables sur la vie privée,
conformément aux directives actuelles du GTNO.
Le nouveau systéme avait été mis en service
malgré tous les risques qu'il présentait pour la
protection de la vie privée et il était actif au
moment ol le Commissariat a regu l'analyse des
répercussions sur la protection de la vie privée. A
I'occasion de l'une des évaluations

des répercussions sur la vie privée récemment
examinée par le Commissariat, j'ai formulé une

demande de renseignements supplémentaires,
dont les pieces justificatives mentionnées dans le
document. Or, 'administrateur en chef de la
protection des renseignements médicaux du
ministére m'a dit assez cavalierement que mes
demandes de renseignements supplémentaires
«allaient au-dela» de ma compétence et que «la
portée et la profondeur» des commentaires que
je formulais relativement aux évaluations des
répercussions sur la vie privée soumises au
Commissariat dépassaient largement le role de
ce dernier. On m'a également dit que je n'avais
pas de mandat de commenter les évaluations des
répercussions sur la vie privée et que le ministére
avait rempli son «obligation législative en
remettant une copie de |'évaluation des
répercussions sur la vie privée compléte » au
Commissariat.

Selon moi, lorsque la LRS a été rédigée, le
|égislateur devait avoir une raison pour exiger que
les évaluations des répercussions sur la vie privée
soient fournies au Commissaire a l'information et
a la protection de la vie privée.

Nous avons depuis rencontré le sous-ministre
adjoint et le dirigeant principal de I'information
pour discuter de cette question et nous espérons
que le ministere reconsidérera son interprétation
des dispositions de la LRS en ce qui concerne de
I'évaluation des répercussions sur la vie privée.

Nous considérons que les évaluations des
répercussions sur la vie privée sont un élément
essentiel de la planification et de la mise en ceuvre
de nouveaux systemes et qu'elles doivent recevoir
I'attention qu'elles méritent. Elles ne servent pas
seulement a cocher une case qui dit «nous avons
préparé une évaluation des répercussions sur la
vie privée et I'avons envoyée au commissaire a
I'information et a la protection de la vie privée ».

atipp-ntca 15



http://www.atipp-nt.ca
http://atipp-nt.ca

La protection de la vie privée des le départ : quatre étapes a prendre en compte
L'élaboration et la mise en ceuvre de programmes et de politiques touchant la sécurité suivent quatre
grandes étapes — la conception, la création, la mise en ceuvre et I'évaluation. Certains facteurs
doivent étre pris en considération a chacune de ces étapes pour veiller a ce que la vie privée soit
respectée et que le tout soit bien documenté (comme c'est le cas dans les évaluations des facteurs
relatifs a la vie privée). Ces grandes étapes sont présentées ci dessous :

® Nécessité

* Proportionnalité

o Efficacité

e Intrusion minimale

e Mécanismes de
responsabilisation:
Tribunal fédéral, groupe
d’experts-conseils et
organisme d’examen dédié

¢ Examens parlementaires
réguliers et surveillance
continue

* Examen de la conformité
externe (vérification)

* Rapports annuels sur la
mécanique et I'efficacité
du programme

(

\

¢ Responsabilité _\
eDétermination des fins
eConsentement
eLimitation de la
collecte
eLimitation de
I'utilisation, de la
communication et de
la conservation

sExactitude
eMesures de protection
eTransparence

eAccés individuel

o Possibilité de porter
plainte

¢ Responsable de la
protection de la vie
privée ou
équivalent

¢ Production
réguliére de
rapports publics
clairs

¢ Processus interne
de réparation et de
plaintes publiques

« Controles et
vérifications
internes et

Ce diagramme est tiré de « Une question de confiance : Intégrer le droit a la vie privée aux mesures de sécurité
publique au 21¢ siécle » un document de référence émis par le Commissariat a la protection de la vie privée du Canada
disponible a I'adresse https.//www.priv.gc.ca/media/2020/gd_sec_201011_f.pdf.




RAPPORTS D'EXAMEN

En 2019-2020, 27 rapports d'examen ont été
publiés en vertu de la Loi sur I'accés a
I'information et la protection de la vie privée.

Douze rapports d'examen ont par ailleurs été
publiés en vertu de la Loi sur les renseignements
personnels sur la santé.

TENDANCES ET ENJEUX - POUR
ALLER DE LAVANT

Pour le Commissariat a I'information et a la
protection de la vie privée, les prochaines années
seront marquées par des changements et des
ajustements., avec I'entrée en vigueur d'une
nouvelle loi et 'arrivée d'un nouveau commissaire
a lI'information et a la protection de la vie privée a
la téte de l'institution. Tout cela se produit dans
les circonstances sans précédent crées par la
COVID-19, lesquelles auront des effets durables
sur la fagon de travailler du gouvernement et des
entreprises.

Préparer les municipalités

La nouvelle loi jette les fondements de I'inclusion
des administrations municipales et
communautaires dans son champ d'application.
Pour ce faire, toutes les administrations
municipales devront étre prétes a remplir les
obligations imposées par la Loi. Outre de
I'éducation et de la formation, il faudra une mise
a niveau des systémes de gestion de
I'information qui permettra aux municipalités de
rechercher et de trouver efficacement des
documents publics. Des ressources doivent étre
prévues et des investissements réalisés dés que
possible pour entamer ce processus afin que les
colts de mise en ceuvre des dispositions de la
Loi sur I'accés a l'information ne sont pas trop

élevés dans I'immédiat. En attendant, les
dispositions de la Loi sur la protection de la vie
privée peuvent étre mises en ceuvre sans grands
colts supplémentaires hormis pour I'éducation
et la formation et je recommande que cette
formation commence le plus t6t possible.

Réponse a la COVID-19

La COVID-19 nous a pressés de trouver des
moyens de travailler et d’offrir des services en
dehors des bureaux traditionnels. En
conséquence, de nombreuses nouvelles
technologies ont été mises en ceuvre sans qu'un
controle adéquat des répercussions sur la vie
privée ou que des évaluations de celles-ci ne
soient effectués. Une fois que les choses se
seront un peu calmées, il faudra revenir en arriére
pour évaluer pleinement et correctement les
répercussions qu'ont ces nouvelles approches et
technologies sur la vie privée, en particulier dans
les situations ou I'on aura déterminé que
I'utilisation continue de ces options de rechange
peut étre efficace de maniére permanente.
Jamais la vie privée n'a été aussi menacée
qu’aujourd’hui, c'est pourquoi nous devons nous
engager clairement a continuer de faire de la vie
privée une priorité, quels que soient les
avantages percus de ces nouvelles approches. Et
nous devons également tenir compte des
répercussions a long terme.

La pandémie a également entrainé la collecte
d'un nombre considérable de renseignements
personnels. La plupart des organismes publics, y
compris les établissements de soins de santé,
recueillent désormais les renseignements
personnels de chaque personne qui entre dans
un établissement. Toute personne qui voyage en
dehors des Territoires du Nord-Ouest doit
désormais fournir une quantité importante de
renseignements personnels afin de pouvoir
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rentrer chez elle. Les noms, adresses et
coordonnées téléphoniques sont désormais
exigés dans des circonstances ou I'on n'aurait
jamais imaginé fournir de telles informations il y
a quelques mois a peine. La collecte d'une
grande partie de ces renseignements répond a
un besoin Iégitime, mais il semble y avoir peu
d’indications sur la conservation et la destruction
de ces renseignements lorsqu’ils ne sont plus
requis aux fins pour lesquelles ils ont été
recueillis (c.-a-d. la recherche des contacts). S'il
est important de réagir a la pandémie et de
continuer a s'y préparer, il est tout aussi
important de continuer a surveiller les
conséquences qu'ont les mesures prises pour
résoudre ces problémes sur la vie privée afin de
ne pas perdre notre droit constitutionnel et
humain de déterminer comment et par qui nos
renseignements personnels sont recueillis,
utilisés et divulgués.

Formation pour le personnel
responsable de I'application de la
LAIPVP

Si I'on prenait le temps de lire tous les rapports
d’examen publiés au cours de la derniéere année,
on constaterait que l'un des thémes récurrents
dans les recommandations formulées est
I'obligation qu’ont les organismes publics d'offrir
a leurs coordonnateurs responsables de
I'application de la LAIPVP une formation plus
poussée et de meilleure qualité sur leur role de
chien de garde dans les ministeres sur ces
questions. Le poste de coordonnateur
responsable de 'application de la LAIPVP est
important et exige du titulaire la capacité et
I'autorité requises pour prendre des décisions sur
ce qu'il convient ou non de divulguer dans le
contexte d'une demande d'acceés a l'information,
et qu'il comprenne et ait la capacité de résoudre

les préoccupations soulevées sur la protection de
la vie privée. Il ne s'agit pas de postes de premier
échelon. Le titulaire doit avoir une expertise et
une formation dans le domaine, une vaste
connaissance de la gestion des documents et
une compréhension du fonctionnement du
gouvernement des Territoires du Nord-Ouest. Le
GTNO a perdu un certain nombre de ses
coordonnateurs les plus expérimentés au cours
de la derniére année, et cela a une incidence sur
la qualité des réponses fournies aux demandeurs
et au Commissariat. Limportance du réle et de
I'expertise des agents de la LAIPVP doit étre
reconnue sous forme de cotes appropriées dans
I'évaluation des candidats et d'une rémunération
proportionnelle a I'importance et a I'expertise
requises. Un plus grand nombre de
coordonnateurs responsables de I'application de
la LAIPVP devraient étre incités a suivre une
formation en ligne, comme celle offerte par la
Faculty of Extension de I'Université de I'Alberta,
et recevoir du soutien a cet égard. Les
coordonnateurs responsables de I'application de
la LAIPVP devraient étre encouragés a se réunir
régulierement pour discuter des problémes qui
se sont présentés a eux et des solutions qu'ils
ont appliquées. En bref, il faut investir davantage
pour soutenir et former ces employés importants.

Ressources adéquates

Le Projet de loi 29 — Loi modifiant la Loi sur
I'acces a lI'information et la protection de la vie
privée — permettra de moderniser et d'améliorer
considérablement l'acces a l'information et la
protection de la vie privée aux Territoires du
Nord-Ouest. Il serait toutefois illusoire de penser
que ces nouvelles dispositions peuvent étre
mises en ceuvre sans que des ressources
supplémentaires soient consacrées a leur
application. Si I'année derniéere nous a permis de




constater quelque chose, c'est que les questions
d’'acces a l'information et de protection de la vie
privée continuent de gagner en importance. Je
prédis que les prochaines années seront de plus
en plus chargées pour le Commissariat. Tout
comme je |'ai préconisé pour les organismes
publics, il est tout aussi important que
I'organisme dispose de ressources adéquates,
tant du co6té du personnel que de I'expertise, pour
remplir les obligations qui lui incombent en vertu
des lois et répondre a la demande toujours
croissante pour ses services. Par I'approbation
d’'un nouveau poste d'enquéteur pour I'exercice
2020-2021, il faut espérer que I'on pourra réduire
I'arriéré actuel et permettre au nouveau
commissaire a l'information et a la protection de
la vie privée de respirer un peu. Bien que cette
mesure donne au Commissariat les ressources
humaines dont il a besoin pour répondre a la
demande actuelle, elle sera loin d'étre suffisante
pour répondre aux besoins prévus une fois que la
nouvelle loi entrera en vigueur. Il serait toutefois
naif de penser que ces nouvelles dispositions
peuvent étre mises en ceuvre sans que des
ressources supplémentaires soient consacrées a
la mise en application des régles.

Evaluations des répercussions sur la
vie privée

Comme je l'ai indiqué plus haut, le personnel du
Commissariat a passé de nombreuses heures a
examiner les évaluations des répercussions sur
la vie privée fournies par les dépositaires de
renseignements sur la santé, comme l'exige
I'article 89 de la Loi sur les renseignements sur la
santé. Le Projet de loi 29, Loi modifiant la Loi sur
I'accés a l'information et la protection de la vie
privée, imposera également des son entrée en
vigueur une obligation similaire a tous les
organismes publics de réaliser des évaluations

des répercussions sur la vie privée pour les
nouveaux projets impliquant la collecte,
I'utilisation ou la divulgation de renseignements
personnels. Ces évaluations sont des outils
importants pour mesurer l'incidence qu'un projet
peut avoir sur la vie privée, pour repérer toute
répercussion sur la vie privée contraire a la Loi et
pour remédier a ces problémes aussi
efficacement que possible. L'évaluation des
répercussions sur la vie privée est un document
évolutif qu'il convient de consulter en
permanence et de mettre a jour au besoin.
Lorsqu’elle est menée de facon appropriée, elle
commence dés le stade conceptuel des projets
afin que I'on puisse dresser la liste des enjeux,
comme le besoin, la proportionnalité, I'efficacité
et la limitation de l'intrusion. Elle sera revue et
mise a jour au cours de la phase du
développement et couvrira des questions telles
que la détermination de l'objectif spécifique de
chaque point de données recueilli, les
consentements nécessaires, la conformité aux
lois, les garanties, les controles internes, la
formation et la responsabilité opérationnelle. Une
fois le projet terminég, I'évaluation des
répercussions sur la vie privée devrait continuer a
étre utilisée pour tester l'efficacité des mesures
prises et recenser toute nouvelle répercussion
susceptible d’apparaitre au fil du temps. Bien
réalisées, ces évaluations donnent la garantie que
la 1égislation sur la protection de la vie privée est
respectée et permettent d'éviter des démarches
longues et colteuses pour régler les problémes
aprés coup. Elles constituent un outil essentiel
dans le concept de «Privacy by Design», qui
prévoit l'intégration de la protection de la vie
privée dans les nouveaux projets dés le début.

A la lumiére des obligations actuelles que doivent
respecter les dépositaires de renseignements sur
la santé pour I'évaluation des répercussions sur
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la vie privée et des obligations en ce sens qui
entreront en vigueur avec les modifications
apportées a la Loi sur I'acces a l'information et la
protection de la vie privée, je recommande
fortement que soient créées des politiques et des
procédures détaillées afin de faire en sorte que
cet outil soit a la fois compris et utilisé
efficacement pour mesurer les répercussions des
nouveaux programmes, y compris l'obligation que
le commissaire a l'information et a la protection
de la vie privée participe a la détermination des
écarts de conformité. De plus, le Commissariat a
I'information et a la protection de la vie privée
devrait étre invité a participer aux étapes de la
planification des projets plutét qu'intervenir
uniqguement aprés leur mise en ceuvre.




MOT DE LA FIN

Alors que je quitte le poste de commissaire a
I'information et a la protection de la vie privée
des Territoires du Nord-Ouest, je nourris un
sentiment d'accomplissement et de satisfaction.
Je suis fiere du travail réalisé par le Commissariat
au cours des vingt-quatre derniéres années pour
améliorer I'accés a l'information et la protection
de la vie privée des Ténois. Le parcours a été
parsemé de difficultés et de frustrations, mais
c'est la nature méme de ce travail. Rien de
valable n'est accompli sans un travail acharné et
de la persévérance, et parfois méme un peu de
difficulté. Je suis devenue une ardente porte-
parole des valeurs défendues par la législation
sur laquelle j'ai eu a exercer un contréle. J'espere
quitter ce poste en le laissant dans une position
de force pour que le prochain commissaire a
I'information et a la protection de la vie privée
puisse poursuivre ce travail important en faveur
des droits a la vie privée et d'accés a
I'information.
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