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Appendix

MANAGEMENT RESPONSE TO GNWT
PEOPLESOFT IMPLEMENTATION REVIEW: JULY, 1999

The following are management responses to the findings and recommendations
contained in the GNWT People/soft Implementation Review completed in July
1999 by Grant Thornton. Responses have been provided by Systems and
Communications, PW&S; LR&C, FMBS; and Corporate Services, FMBS.

o

Ref # | Management Response .= 09 ¥ T =i 0w @0fFRE . dg

A.1.1 | The User Manual has been completed by LR&C It rnust be noted that
this Manual will be subject to frequent revision as the system changes.
Updates are circulated as they are produced. The manual is now
posted on the FMBS web site.

A.1.2 | Work will be done by LR&C to make the User Manual more similar to the
previous Benefits Administration Manual which contained administrative
procedures and included sample forms. This work will be completed in
the next 12 months.

A.1.3 | LR&C has included a contact list page in the Manual.

A1.4 | LR&C is working to include transaction titles on all pages of the User
Manual. This work will be completed along with work for A.1.2.

A.1.5 | A section has been included in the User Manual explaining how it is to
be updated and where comments by readers/users can be sent.

A.2.1 | The system has been modified to prevent duplicate SIN's from being

used.

A.2.2 | This has been added to the work list and wili be completed by
September 2000.

A.2.3 | Upgrading to 7.5 or 8.0 will be examined in early 2000 by HRMS
Support.

A.2.4 | This has been completed.

B.1.1 | Updates have been completed. Documentation will continue to be
reviewed regularly.

B.1.2 | Documentation has been updated and is accurate

B.1.3 | This has been rectified and will not be permitted in the future.

B.1.4 | This has been rectified with documentation updated.

B.1.5 | The need to segregate duties is recognized and roles are being
examined and defined to avoid having system administrators making
data entry changes. This will continue to be reviewed during the
remaining implementation tasks and be completed by Spring, 2000.

B8.2.1 | As previously mentioned upgrading is being reviewed. Password
policies are being prepared with completion by March, 2000.

B.2.2 | Further Training for the PeopleSoft Security Officer will be scheduled for
early to mid 00/01 fiscal year.

B.2.3 | This has been rectified. Procedures are in place to ensure former staff
and contractors have their access removed upon termination.

B.2.4 | This has been rectified. The password is now kept in a locked box in
the safe and is known by a limited number of persons. It will be
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changed on a regular basis.

CA

It s in Corporate Service's plans to acquire and/or upgrade the network
documentation package to provide the capability for higher-level views
of the GNWT's wide area network (WAN).

C.2

Adeguate firewail protection is required. A combination of GNWT
initiatives have either been completed, or will be undertaken, to address
this matter. These include a recent security audit by the RCMP’s Site
Evaluation & Inspection Team (SEIT), whose report is due in early
January.

C3

Performance problems are a real-time operational concern, throughout
the entire WAN, so adding additional overhead in order to encrypt data
will be an issue with remote users. The pros and cons will have to be
weighed. ltis likely not possible to address this analysis any time soon.

C4

The GNWT is currently reviewing its [T functions with a view to
developing a Government wide [T strategy that includes a move towards
greater consistency.

C.5

The users on the network were reviewed shortly after meeting with the
Auditors in July. The status is that some of the users were disabled and
some were removed. None of these “old” users were left with access.

C.6

If guest accounts are required, access rights to the guest account should
be restricted and closely monitored. This practice is in place in the
Financial Management Board Secretariat.

C.7

Although audit logs are in place they are not reviewed. Novell intrusion
detection has been enabled and Event Viewer is used regularly. Novell
Auditcon is unused, although there are plans in place for its use in the
near future.

C.8

Depending on the timing, this requirement should be included in the
renovations to the building. As a short-term measure, consideration can
be given to replacing the existing doors with a different style.

C.9

The recommendation to rename the administrator accounts was
implemented on the Novell network during the week of November 7,
1998. The administrator accounts on the NT network were changed in
late December, 1989,

C.10

In practice, file level security has been implemented. A policy to this
effect will be developed by Corporate Services.

C.11

The auditing feature of Oracle is a powerful tool that should be utilized,
and resulting reports carefully scrutinized. The overall DBA functionality
within the GNWT is being evaluated, and will include this auditing tool.
For the time being, the auditing feature has been turned on and is

active.

C.12

Agreed that the increase in password management functionality of the
later release of Oracle shouid be implemented at the earliest reasconable
date. However, with the version of PeopieSoft now in production, it is
not possible to bring in the new release of Oracle because the two
products will not properly work together. This will be reviewed following

the upgrade of PeopleSoft.

December 6, 1999
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C.13

The DBA should have the most efficient and useful tools available to
properly do the job. S&C does have the Oracle Enterprise Manager
product, but has not yet made it part of the operational procedures.

C.14

Adequate DBA backup is vital to the success and integrity of the
PeopleSoft system. A backup resource recently resigned from the
GNWT, but a staffing competition was immediately initiated to replace
this person. As well, the GNWT is evaluating a service called
OracleExpertDBA, provided by Oracle Corporation, which provides
agreed upon remote DBA services around the clock to this and any
other Oracle based applications being utilized within the government.

C.15

Root passwords have been changed, and continue to be secured and
changed every month or so. Only two people have access to the root
password now. The root level access has been eliminated, with the
appropriate permissions set up to access Root from the Administrator

account.

C.16

FTP access procedures have been tightened up significantly, pending
the controlled establishment of this capability from another server. The
user accounts are currently required so that FMBS staff who need to
transfer files using FTP can do so without signing on anonymously.
Analysis is underway to determine the best way to remove or resituate
any unnecessary accounts

C.7

Analysis is underway on which accounts should be removed from the
server, after which removal will take place immediately.

C.18

Some levels of logging are already tumed on. S&C is reviewing which
of the logging functions should be switched on indefinitely to suitably
address the concerns identified in the audit. Procedures will be
implemented to ensure that the logs are properly reviewed and action
undertaken when required.

C.19

- see response to C.16

C.20

This problem has been rectified.

C.21

All inventoried machines, including servers, in the FMBS have anti-virus
protection installed. The exception is the GRYPHON server, which is

being replaced.

D1.1

No response required.

D1.2

Investigation completed. This error was an isolated instance resulting
from the specific individual's employment history. It has been corrected.

D2.1

Scheduler is now being used.

D3.1

The support team is working towards ensuring all documents are
completed by April 1, 2000.

EA

Customization manager database is being used to track and log each
customization. A service request system and procedures is under
development and this will be completed by March 31, 2000.

E.2

The two databases have been merged.

E.3

This will be implemented with E.1.

E4.

More rigorous procedures have been put into place for access to
production. The roles of technical staff have been clearly defined. Code
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2000

G2.3

A process and procedures for fixes and tax updates will be developed
and in place by March 31, 2000.

G2.4

The manuals and training position will likely be filled early in the
2000/2001 fiscal year. It is recognized that this is an important role on
the team.

G2.5

Forms are in the final stages of approval and should be printed early in
the 2000/2001 fiscal year.

G2.6

Time and resources for an upgrade to 7.5 or 8.0 will be examined and
finalized following the post implementation review.

G2.7

The Manager will ensure that the team keeps abreast of the latest
PeopleSoft Changes.

H1

The FIS interface and Stanton interface are complete.

H2.

This has been rectified.

I.1.

A records management committee for the LLR&C Division has been
established. It will review archive requirements for the HRMS within the
next year. Such a policy is essential. It should be noted that, aithough
this policy has not been formalized, that there are procedures in place to
ensure backups are done daily for the appropriate files and databases,
by Computer Operators, naming and labeling conventions for the
backup tapes. For the foreseeable future, backups will be done on DDS
tapes. We are looking for a mechanism to confim that the material
being backed up can be validated in some matter, to insure
recoverability. There are no archiving criteria yet established, that S&C
is aware of, nor are there legislated guidelines with regard to retention.
Therefore, no data is being archived, and backup media is being
retained indefinitely.

If necessary, or recommended, copies of backup logs can be forwarded
to FMBS or some other place for scheduled or periodic review. The
procedures in place for reviewing backup logs for PeopieSoft have
always been applied to backups for all other servers and applications
used in the data center.

Capacity planning should be done for all applications on all systems,
PeopleSoft included. It is assumed that once the various
implementation phases have been completed, that it wili be possible to
undertake routine application management functionality such as
capacity planning.

It is vital to know that what data has been backed up is recoverable.
This problem will be addressed through testing by March 31, 2000,

J.1

As mentioned previously a Business Resumption Plan for the HRMS
has been established. A disaster plan for the PeopleSoft application is
not in a satisfactory state. Such planning is high on the priority list of the
Informatics Policy Committee,
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is now only moved into production with the Manager’s approval,

E.5.

Procedures for emergency fixes will be completed in the summer of
2000.

F1.1

This is complete. GHRS data is stored in an Access database on a CD
ROM. HiLine data is stored on micro-fiche. .

F2.1

It is recognized that it would have been helpfui to maintain and update
the project plan and deliverables. However, it does not make sense to
complete this now that the system is live.

F2.2

it is recognized that a Risk Management plan should have been
prepared earlier. A Business Resumption Plan has been developed and
is in place.

F2.3

LR&C and other FMBS management recognize the need for good
communication with users. Experience has been gained on this area
from the implementation, which will serve management well during
future system changes. A walk through process will be developed and
used for future changes.

2.4

Deliverables were signed off as completed.

F2.5

A Quality Assurance Plan was not completed during the implementation.
At this late stage it would not be efficient or effective to complete such a

plan.

F2.6

A communication plan was completed very late in the project and was
not as thorough as it should have been. During normal maintenance of
the system newsletters are being provided to users on a regular basis.
In addition updates and issues are discussed at HR manager and
benefits administration meeting. Communications plans will be included
in project planning for future major functional changes.

F2.7

Schedules have been worked out with FMBS that provides for the DBA
to spend more time in the HRMS Support Section premises. The
ongoing operational environment of the data center, which supports
several technologies besides PeopleSoft and Oracle, must be given top
priority whenever problems occur; the recent resignation of one of the
Technical Support Staff, along with required travel for this group to apply
final Y2K patches to remote servers, has unfortunately interrupted the
time the DBA was to spend at FMBS. Furthermore, with the dubious
potential to hire a replacement Technical Support staff member to
support the environment and backup the DBA, the upcoming evaiuation
of Oracle’'s Expert DBA remote services program will have to include
maintaining sufficient Technical Support expertise in the PeopleSoft
application. The findings of the audit report coincide with the concerns
of the GNWT in this regard.

G1.1

Segregation of duties in Departments is problematic and will continue to
be raised with users in an effort to resolve this issue.

G2.1

The support team has started investigating help desk software. This will

be in place by September, 2000.

G2.2

| Service Level Agreements are in draft and will be finalized in Feb/March
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