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B. BACKGROUND

The 1996 ATIPP Act plays a critical part in maintaining government
accountability and protecting the public’s personal information. The legislation
treats all public bodies (i.e. - departments, boards, commissions, etc.) as
separate entities. The GNWT currently employs a decentralized approach where
each public body has a designated access and privacy coordinator. The
Department of Justice Access and Privacy Office (APO) provides government-
wide support and leadership to public bodies in complying to the ATIPP Act.

Crowe MacKay LLP was awarded a contract through the competitive Request for
Proposal process that was evaluated by staff from APO and Internal Audit
Bureau (IAB).

C. SUMMARY OF KEY FINDINGS AND RECOMMENDATIONS

The attached audit report, “Department of Environment and Natural Resources,
Access to Information and Protection of Privacy Act (ATIPP) Part 2”, made a
number of observations and recommendations specific to your department
(Schedule I). The management responses to the recommendations have been
incorporated in the attached report.

The contractor assessed the compliance to ATIPP Act and Regulations as well as
nine privacy principles for your department at three levels:

Assessed Maturity based on the evidence provided by your department
Minimum Maturity required to be compliance to ATIPP Act with a target
date of 12 to 24 months

e Desired Maturity indicates maturity that would take over 24 months to
achieve.

Overall, the privacy risk for your department was assessed to be “medium”
requiring internal control capacity at “defined” level. The current capacity of the
department was at the “ad-hoc”, meaning that the processes were primarily
dependent on the individuals getting things done. The immediate task for the
department was to develop systematic privacy processes and then focus on
documenting the privacy processes (defined level). Although not necessary from
the assessed risk perspective, the department could identify and address privacy
exceptions through monitoring (managed level). There was no compelling
reason for the department to develop capacity beyond that stage (optimized
level) (Chart I refers)
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Appendix A

Notice to Reader

DISCLAIMER: This document has not been approved, disapproved, or otherwise acted upon by any senior technical committees of, and does not represent an
official position of the American Institute of Certified Public Accountants (AICPA) or the Canadian Institute of Chartered Accountants (CICA). It is distributed with
the understanding that the contributing authors and editors, and the publisher, are not rendering legal, accounting, or other professional services in this document.
The services of a competent professional should be sought when legal advice or other expert assistance is required.

Neither the authors, the publishers nor any person involved in the preparation of this document accept any contractual, tortious or other form of liability for its
contents or for any consequences arising from its use. This document is provided for suggested best practices and is not a substitute for legal advice. Obtain legal
advice in each particular situation to ensure compliance with applicable laws and regulations and to ensure that procedures and policies are current as legislation

and regulations may be amended.

Copyright©2011 by
American Institute of Certified Public Accountants, Inc.
and Canadian Institute of Chartered Accountants.

All rights reserved. Checklists and sample documents contained herein may be reproduced and distributed as part of professional services or within the context of
professional practice, provided that reproduced materials are not in any way directly offered for sale or profit. For information about the procedure for requesting
permission to make copies of any part of this work, please visit www.copyright.com or call (978) 750-8400.
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AICPA/CICA Privacy Maturity Model
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B. BACKGROUND

The Forest Management Division used the EMBER System to track forest fire
information. The audit contract was awarded to Grant Thornton by a Request of
Proposal evaluation team composed of ENR and Internal Audit Bureau (IAB)
staff. An IAB auditor was assigned to support the work of the contractor.

C. SUMMARY OF KEY FINDINGS AND RECOMMENDATIONS

The attached report by Grant Thornton Audit of the EMBER System made a
number of observations and seven (7) recommendations.

No recommendations were required for the governance framework, oversight
roles and responsibilities, or the EMBER reports used for decision making as
these areas were well managed.

Four recommendations did not require any additional action as internal controls
resided outside EMBER and management has either accepted the risk or the
outstanding risk was low:

1) Absence of ‘day of rest’ tracking for individuals deployed on fire
assignments

2) Absence of a documented process to reconcile EMBER and with Spatial
Precipitation And Risk Calculation Imagery System

3) Incomplete data relating to fuel inventory within EMBER

4) Failure to carry out a Threat Risk Assessment (TRA) before
implementation of EMBER.

Management developed action plans to address the risk identified in three areas:

1) Absence or inadequate documentation of system access controls within
EMBER

2) Absence of a formal training program for staff using the EMBER system

3) Absence of a documented policy on system change management for
EMBER.

The IAB will follow-up on the status of the management action plans for the
three recommendations and inventory module after October 2016.
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