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CONFIDENTIAL 
 
 
June 10, 2020 
 
 
File: 7820-30-GNWT-151-139 
 
 
MR. SANDY KALGUTKAR  
DEPUTY MINISTER 
FINANCE 
 
 
Audit Report: Expense Data Analysis – Phase II: Cross Department Duplicates 
Audit Period: April 01, 2016 to November 30, 2019 
 
 

A. SCOPE AND OBJECTIVES 
 

The Audit Committee approved the data analysis of the Government of the 
Northwest Territories (GNWT) departmental expenditures to assess compliance 
with the Financial Administration Manual (FAM) directives.   The audit scope was 
all departmental expenditure transactions processed between April 1, 2016, and 
November 30, 2019 that could be tested for compliance with FAM using data 
analysis. 
 
The audit analysis was divided into various phases such as duplicate VISA 
transactions, invoicing errors, and timing of payments.  This report covers issues 
related to duplicated payments across multiple departments. 
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B. BACKGROUND 

 
The GNWT annually disbursed approximately $2 billion on operating and capital 
expenses.  For the audit period, over $7.2 billion was disbursed and 390,000 
accounts payable transactions processed. 
 
The Financial Employee Shared Services (FESS) was responsible for processing 
payments for all the GNWT departments through the System for Accountability 
and Management (SAM) Accounts Payable (AP) module. Vendors could send their 
invoices directly to FESS or to the departments for payment. FESS required the 
department's expenditure authority to verify the invoice before processing a 
payment.  Each department was responsible for spending within its budget. 
 

C. OVERVIEW 
 
SAM application performed a three-way control designed to detect duplicate 
invoices based on the invoice date, amount, and date.  Our review showed that 
the SAM controls were effective in identifying duplicate transactions within a 
specific department.  Over 99% of the transactions were processed accurately. 
 
SAM did not have any controls to identify invoices that may have been paid by 
multiple departments.  Data analysis identified 609 or 0.16% potential duplicate 
transactions out of the 390,000 accounts payable transactions were paid by more 
than one department. 
 
An in-depth examination of potential duplicates showed that 16% (98 of 609) of 
the payments, totalling over $400,000, were made by two departments for the 
same invoice (Schedule I Refers). Our analysis did not take into account any 
subsequent recovery of duplicate payments. 
 
The Office of the Comptroller General agreed to take action that will mitigate the 
design weakness in SAM by considering additional preventive and detective 
controls including data analysis to identify incorrect disbursements in a timely 
manner.  
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FIN VISA Transactions

CARDHOLDER NAME MERCHANT
TRANSACTION 

DATE  AMOUNT DEPTID
GL 

ACCOUNT
PROGRAM

_CODE Split False Positive
CREATIVE BASICS 4/20/2020        15001 53740 0 $  
CREATIVE BASICS 4/20/2020  15001 53740 0     
RRU STUDENT 2/19/2021  15045 50322 20040     
RRU STUDENT 2/19/2021  15045 50322 20040     
NORTHERN TRANSITION 9/11/2020  21070 53120 25105     
NORTHERN TRANSITION 9/11/2020  21070 53120 25105     
YELLOWKNIFE 7/20/2020  21070 53030 25105     
YELLOWKNIFE 7/20/2020  21070 53030 25105     
YELLOWKNIFE 7/9/2020  53039 53250 25105     
YELLOWKNIFE 7/9/2020  53039 53250 25105     
HERITAGE HOTEL 11/2/2020  15004 50230 0    
HERITAGE HOTEL 11/2/2020  15004 50230 0    
HERITAGE HOTEL 11/2/2020  15004 50230 0    
BEST MOVERS 9/9/2020  15003 13085 25061      
BEST MOVERS 9/9/2020  15003 13085 25061      
BEST MOVERS 9/9/2020  15003 13085 25061      
LAC LA MARTE DEVELOPMENT 10/5/2020  15002 13085 25062    
LAC LA MARTE DEVELOPMENT 10/5/2020  15002 13085 25062    
BEST MOVERS 8/20/2020  15002 13085 25048       
BEST MOVERS 8/20/2020  15002 13085 25048       
BEST MOVERS 10/13/2020  15002 13085 25052       
BEST MOVERS 10/13/2020  15002 13085 25048       

Total Amount 133,043.07$  33,482.07$  99,561.00$   
Total Count 22 7 15

17(1)
17(1) 17(1)

17(1)

17(1)

17(1)

17(1)

17(1)

23(2)(d)
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The network maintained by the Technology Service Center (TSC), Department of 
Infrastructure, supports nearly 200 applications throughout the GNWT. 
 
Grant Thornton was awarded a contract through the competitive Request for 
Proposals process that was evaluated by a team composed of staff from OCIO 
and Internal Audit Bureau (IAB). 
 
 

C. SUMMARY OF KEY FINDINGS AND RECOMMENDATIONS 
 

The attached report by Grant Thornton “IT Audit – Cyber Security Resilience” 
(Appendix A refers) made a number of observations pertaining to the audit 
objective.  Some of the positive observations were: 
 

1) There was breadth and depth of policies, standards, and guidance. 
2) Application Inventory was maintained by the OCIO. 
3) Vulnerability Assessment has been done on newly introduced or upgraded 

applications. 
4) OCIO has taken steps to improve security awareness by implementing an 

on-line security awareness training program. 
 

Some of the specific messages from the audit report were: 
 

1)

2)
3)

4)
5)
6)

 

20(1)(k)

20(1)(k)

20(1)(k)























































 

This report may be subject to request under the Access to Information and Protection of Privacy (ATIPP) Act. 

 
 
 
 
 
 
CONFIDENTIAL 
 
 
January 19, 2021 
  
File: 7820-30-GNWT-151-112 
 
MR. SANDY KALGUTKAR 
CHAIR 
INFORMATICS POLICY COUNCIL 
 
Audit Report: DIIMS Access Monitoring 
Audit Period: As of November 30, 2019 
 
 
A. SCOPE AND OBJECTIVES 
 

The Audit Committee approved the assessment of internal controls over access to 
electronic records in the GNWT departments.  The audit scope was the Digital 
Integrated Information Management System (DIIMS) used by most departments to 
capture and store electronic information.  The audit objectives were to determine 
whether: 
 

• there was an adequate governance framework to manage electronic information 
in DIIMS. 

• information used for monitoring DIIMS access was relevant, current, complete, 
timely, and accurate. 

• the monitoring process was in place to ensure only authorized users had access 
to the information in DIIMS. 
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B. BACKGROUND 
 

The NWT Financial Administration Act (FAA) assigned the Financial Management Board 
(FMB) responsibility for the approval of plans, policies and strategies associated with 
information management and technology (IMT).  The FMB established the Informatics 
Policy Council (IPC) to oversee the IMT in the GNWT.  Under the direction of IPC, the 
Office of the Chief Information Officer (OCIO) developed the IMT Governance Policy 
(IMT Policy) to guide the departments.  The IMT Policy held the Deputy Ministers 
accountable for the management of information in their respective departments. 
 
The legislative assembly enacted the Access to Information and Protection of Privacy Act 
(ATIPP) as the paramount legislation to protect the private information of NWT 
residents collected by the GNWT.  In March 2011, the OCIO recommended DIIMS as a 
tool to address the privacy of information for electronic records while making the 
GNWT operations more transparent.  Subsequently, in 2014, the Corporate Information 
Management (CIM) group was created in the Department of Infrastructure to 
implement DIIMS in departments and support electronic records management.  The 
annual operating budget of CIM was approximately $1.6 million to support 2,300 users. 
 
The primary contacts for the CIM team in the departments were the Record 
Coordinators.  Their primary responsibility was to manage all records under the 
Archives Act and process ATIPP requests.  Specific to DIIMS, the Records Coordinators 
were responsible for: 
 

• managing their department's DIIMS user account creation, account deletion, 
installation, permissions and training requests 

• providing advice and guidance on the acceptable use of DIIMS to management 
and employees in their departments. 

 
As of November 30, 2019, nine GNWT departments had fully or partially implemented 
DIIMS.  The following departments have not fully implemented DIIMS: 
 
• Education, Culture and Employment 
• Executive and Intergovernmental Affairs 
• Finance 
• Health and Social Services 
• Legislative Assembly. 
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C. OVERVIEW 
 

The GNWT objective of protecting the privacy of information while making the GNWT 
operations more transparent could be achieved with effective governance and 
monitoring the use of DIIMS.  Supported by a knowledgeable, professional, and 
proficient CIM team, DIIMS can meet GNWT needs for electronic records created by 
Microsoft Office Suite and similar software. 
 
The OCIO took a leadership role in selecting the DIIMS application to meet GNWT needs.  
In establishing the CIM group, an executive-level sponsor with an enterprise-wide 
mandate to implement, manage, and monitor DIIMS was not identified.  The CIM team's 
on-going concern was the lack of compliance by departments to follow proper DIIMS 
practices even though over 90% of the DIIMS users had received training. 
 
The current risk assessment of information stored in DIIMS remains very high.  The 
likelihood of non-compliance with DIIMS practices, resulting in inappropriate access to 
government records, was almost inevitable.  While the financial and operational impact 
could be minor, the reputational impact could be significant.  Stakeholder trust might be 
severely damaged with the release of private information and may also attract national 
media attention. 
 
To enhance the governance process and internal controls to manage the high-level risk 
and ensure compliance with ATIPP and the Archives Act., IPC could:  
 

• designate a champion to complete the implementation of DIIMS in the GNWT as 
the designated tool to store government's electronic records 

• require a regular update on the status of DIIMS implementation, usage, access 
monitoring, and compliance based on the Key Performance Indicators approved 
by IPC for any remediation action. 

 
The audit examination coverage was to November 30, 2019 (Schedule I refers).  
Management responses are as of December 21, 2020.  Some of the high-risk areas will 
be outstanding until March 2022. 
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CONFIDENTIAL 
 
 
 
 
May 15, 2020 
 
 
File: 7820-30-GNWT-151-111 
 
 
MR. SANDY KALGUTKAR 
CHAIR, INFORMATICS POLICY COUNCIL 
FINANCE 
 
Audit Report: GNWT Information Technology Procurement  
Audit Period: April 1, 2017 to March 31, 2018 
 
 
A. SCOPE AND OBJECTIVES 
 

The Audit Committee approved the Information Technology Procurement (IT 
procurement) audit in the 2016-2017 Audit Work Plan.  The audit scope was the 
Government of the Northwest Territories (GNWT) Information and Management 
Technology (IMT) procurement process.  The objectives were to determine if: 

 
• an adequate governance framework existed to align IMT procurement with Financial 

Management Board (FMB) mandate for fiscal responsibility, accountability and 
transparency 

• information required for decision making was reliable, relevant, complete and 
accurate 

• IMT procurement complied with the Financial Administration Act (FAA), Financial 
Administration Manual (FAM), and Informatics Policy Council (IPC) policies and 
procedures. 

 
 

 
 
This report may be subject to request under the Access to Information and Protection of Privacy (ATIPP) Act. 
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B. BACKGROUND 
 

FAA, Section 7, assigns the FMB responsibility for the approval of plans, policies and 
strategies associated with IMT.  FAA, Section 9, states the responsibilities of the FMB 
must be carried out in a manner that promotes and supports fiscal responsibility, 
accountability and transparency of Government operations. 
 
IPC was established by the FMB to assure that the GNWT’s IMT function was managed 
in accordance with appropriate strategies and policies.  The Chief Information Officer 
(CIO) supported the IPC and was responsible for establishing the management 
framework for the IMT function. 
 
The CIO works with all stakeholders in all aspects of its mandate to ensure that IMT 
investments, assets, and operations support the business goals of the GNWT in an 
effective, efficient and economical manner.   
 
The Office of the Chief Information Officer (OCIO) provides day-to-day guidance to all 
stakeholders regarding IMT strategy, security and policy implementation.  IPC allocated 
an average $6.5 million in the annual IMT Capital Fund, and the GNWT incurred an 
average of $20 million per year on “computer” expenditures. 
 
Over $128 million in “computer” expenditure data was recorded in the GNWT financial 
information system, the System for Accountability and Management (SAM) over six 
years.  This $128 million did not include other IMT expenditures such as consulting 
services and internal staff due to insufficient information. 
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C. OVERVIEW 

 
The rapidly changing nature of IMT complicates the operating environment.  The 
governance of IMT does not need to be complex. 
 
The current GNWT IT procurement systems and processes were fragmented.  The IPC 
provided oversight on IT procurement related to capital expenditure of $6.5 million 
annually.  The additional GNWT “computer” expenditure of more than $13 million was 
shared among departments.   

 
The 2016 FAA assigned FMB with responsibility for IMT plans, policies and strategies to 
be carried out in a manner that promotes and supports fiscal responsibility, 
accountability and transparency of Government operations. 
 
Clarification and communication of the existing policy to reinforce the role of OCIO in IT 
procurement were required.  This will allow the OCIO to implement a management 
framework to enable it to monitor GNWT IMT expenditure and to support the FMB 
mandate.  Implementation of these steps could reduce the overall risk from a “very 
high” risk to “moderate” risk. 
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Procurement Shared Services (PSS) (Appendix A Refers). Key issues identified 
were: 
 

• the departments had a varying understanding of their role and that of the 
IPC, OCIO, TSC and the PSS concerning IT procurement. 

• the IMT capital expenditure process was not consistently followed.  
Departments found ways to override the requirement of consulting the OCIO.  

• support for departments on investing in capital IMT assets was not 
coordinated between OCIO, TSC and PSS and within departmental divisions.   

• there were no consistent standards to assist departments in purchasing IMT 
products and services, and no formal guidelines on best practices to procure 
smaller value items.  

 
Clarity on roles and responsibilities would allow for leveraging on existing controls 
to monitor and enforce compliance to set policies and to optimize resource use for 
IMT investments. 
 
Risk Profile: 
 

Risk Impact Very high risk with a major impact requiring 
detailed plans by senior management.  

Risk Responsibility Informatics Policy Council 
Risk Mitigation 
Support Office of the Chief Information Officer 

 
Recommendation: 
 
We recommend that the CIO: 
 

a) In consultation with IPC and Senior Management, enhance the governance 
framework by clearly defining the monitoring and enforcement roles and 
responsibilities to optimize resource use. 

b) Develop a communication and implementation plan to circulate the 
completed governance framework to departments. 
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2. Management Framework 

There were no tools to monitor and report on the total annual IMT investment to 
the FMB. 
 
The FMB delegated the responsibility to establish a management framework for IMT 
functions to the CIO through the IMT Governance Policy.  

A review of the IMT policy suite indicated that the management framework was 
operating at an ad hoc level and did not capture the full cost of IMT investment. The 
framework did not define appropriate organizational structures, reporting 
relationships, roles and responsibilities, standards, performance management or 
review of IMT budgets for alignment to the strategic direction set by IPC. 
 
During interviews conducted with the OCIO and departmental informatics staff, we 
noted that: 
 

• there was no reporting mechanism to coordinate IMT investment 
information to make decisions on managing the GNWT’s IT resources. 

• information pathways and reporting were inconsistent for department IT 
initiatives, and approval steps were not clear. 

• departments were engaging in the use of IMT enabled systems without 
explicit approval or knowledge by the OCIO, as reported in the GNWT Cyber 
Security Resilience report of May 31, 2018. 

• the Procurement guidelines did not account for the unique needs of ICT 
procurements, such as requirements for information security, privacy impact 
assessment, threat risk assessment, and timing of services. 

Analysis of SAM IT expenditure data revealed that IMT expenditure could not be 
identified easily.  TSC captured the full cost of IMT expenditure by tracking 
hardware, software, consulting, and staffing costs.  However, this information was 
not available on a GNWT wide basis.  We noted that some TSC chargebacks had been 
coded to the wrong expense accounts by various departments (Schedule 1 Refers). 

The IPC did not have access to complete and accurate information to assure the FMB 
that IMT investments were managed in a fiscally responsible, accountable and 
transparent manner. An effective management framework could have prevented: 

 
• confusion over appropriate authority, roles and responsibilities of 

stakeholders. 
• lack of accountability for monitoring and reporting on IMT investment 
• inconsistent application of procurement standards on IMT assets 
• OCIO lacking visibility into departmental IMT enabled investments 
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C. OVERVIEW 
 

PeopleSoft has been used to record employee compensation for almost two 
decades.  PeopleSoft has the capacity to handle a large volume of transactions 
from multiple users and approves.  The system was able to generate reliable 
information that we previously audited with little to no discrepancy.  The same 
data analysis tool used for this project was used in our 2009 audits and for the 
2015 Health & Social Service Authorities Overtime audit. 
 
The GNWT corporate risk for overtime was high based on processing over 
400,000 transactions annually that totaled an average of over $13 million 
involving over 4,000 employees in all departments and regions.  Non-compliance 
to overtime policies and procedures impacted financial, operational, and 
reputation risks.  To manage the high risk, GNWT required internal control that 
were well defined, documented, and monitored. 
 
With the pending revision of Public Service Act and associated Regulations, there 
could be an opportunity to streamline current practice, such as the overtime rate 
or payment of overtime to professionals and managers, with the legislative 
framework. 
 
There was limited evidence that overtime approvers were exercising due 
diligence in approving overtime.  Over 75% of the Comment fields were not 
completed.  A documented process to hold the overtime approvers accountable 
for their role and responsible did not exist.  There was no monitoring of the 
Comment field for compliance. 
 
Specific responsibility needs to be assigned in monitoring the level of compliance 
to HRM and MOA in the areas of Lieu time, Call-back, and rate of overtime 
payment. 
 
To effectively manage and monitor the GNWT corporate overtime requires  
co-ordination effort from number of stakeholders: 
 

• Human Resources to develop the framework in consultation with the 
departments 

• Information Shared Services to generate reliable information for the 
dashboards 

• departments to use the dashboard information to monitor and take any 
corrective action. 
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D. OBSERVATIONS AND RECOMMENDATIONS 

 
1. Public Service Regulations 
 

Over five million dollars in overtime was paid annually in non-conformance 
with Regulations. 
 
Regulations 10(2) and 10(3), Overtime and Holidays, states that employees, 
other than a manager or a professional, shall be paid overtime when working 
0.5 hours or more in excess of the daily or weekly standard hours or when 
require to work on a holiday, at 1.5 times the regular pay rate. 
 
For the last four years, PeopleSoft code OT2 
was used to record payment of overtime at 
two times the regular pay rate averaging over 
$4 million annually. 
 
Regulations 10 (2) and 10(3) indicated that a 
manager or a professional should not be paid 
overtime.  The Regulations state: 
 
• Manager: “means an employee responsible for planning, organizing, 

coordinating, directing and controlling the use of persons, material and 
money” 

• Professional: “means an employee engaged in work where there was a 
requirement for a highly developed or specialized body of knowledge 
acquired through university education”. 

An analysis of a sample of 48 Excluded Employees’ classified as managers 
and/or professionals showed that overtime totaling $1.3 million was earned 
in 2015-2016 (Schedule III refers).  Data analysis coding did not allow us to 
create a complete list of managers and/or professionals who earned 
overtime over the four year period. 

 
Current UNW Collective Agreement and HRM policies were implemented 
without ensuring they were consistent with the Regulations. 

  

Fiscal Year Amount 
2012-2013 $3,816,554 
2013-2014 4,105,633 
2014-2015 4,269,583 
2015-2016 4,386,801 
Total $16,578,571 
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Risk Profile: 
 

Risk Impact 
Major impact requiring senior management research and 
regulatory changes.  

Risk Responsibility Deputy Minister 

Risk Mitigation Support Deputy Secretary HR 

 
Recommendation: 
 
We recommend that the Department work to streamline the Regulations and 
current overtime practices. 
 
Management Response: 

 
Action Plan Completion Date 
Complete legislative initiative to review and update the Public 
Service Act and accompanying regulations. 

March 2019 
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requirements were not widely disseminated 
• There was no process in place to hold the overtime approver 

accountable for their role and responsibility in approving overtime. 

 
Data analysis also showed that information was inconsistent and not 
susceptible to meaningful analysis for the nearly 25% of the completed 
Comment fields. 
 
Risk Profile: 
 

Risk Impact Moderate impact requiring management monitoring of HR 
resources. 

Risk Responsibility Deputy Minister 

Risk Mitigation Support 
Deputy Secretary HR 
Departmental DFA’s 
Department of Finance Information Shared Services 

 
Recommendation: 
 
We recommend that the Department: 
 

a. Communicate to PeopleSoft time approvers about the HRM 604 
requirements. 

b. Establish a process that would allow departments to assess the level of 
compliance to HRM 604. 

c. Liaise with Information Shared Services to determine the feasibility of 
establishing a drop down menu for the Comments field with a list of 
predefined reasons/events that management supports for overtime. 

 
Management Response: 
 

Action Plan Completion Date 
a. Initiate further communication to all PeopleSoft approvers to 

reinforce requirements under HRM 604. 
b. The Department will further investigate the ability for 

departments to assess the level of compliance to HRM 604 
c. The Department will promote the new functionality for pre-

approval of overtime in HRIS and review the data going 
forward. 

March 31, 2018 
 
March 31, 2018 
 
 
On-going 
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3. Rest Period Memorandum of Agreement 
 

Data analysis indicated that UNW employees may not have followed the 
Memorandum of Agreement (MOA) requirements on more than 300 
occasions annually. 
 
The Employment Standards Act exempted all GNWT employees from 
maximum hours of work requirement specified in the legislation.  The  
April 1, 2014 MOA was to bridge the gap by protecting UNW employees from 
being subjected to excessive hours of work, both weekly and/or daily.  
Specifically, paragraph 1.07 states that "No employee shall work more than 16 
consecutive hours".  No formal guidance exists to cover the gap in Employment 
Standards Act for Excluded Employees. 
 
Two years of data analysis identified 688 instances where UNW employees 
may have worked longer than 16 consecutive hours in a day: 
 

• 347 times in 2014-2015 
• 341 times in 2015-2016 

 
UNW employees who worked greater than 16 consecutive hours per day 
were exposed to greater occupational health and safety risks.  Compliance 
with the MOA was not being respected or enforced by overtime approvers 
and departmental managers responsible for authorizing overtime. 
 
Risk Profile: 
 

Risk Impact 
Moderate impact requiring management planning 
of available human resources.  

Risk Responsibility Deputy Secretary HR 

Risk Mitigation Support Labour Relations 

 
Recommendation: 

 
We recommend that the Department provide to departments a quarterly 
report that identifies potential non-compliance with rest period MOA for 
further investigation. 
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Management Response: 
 

Action Plan Completion Date 
The Department agrees to provide quarterly reporting that 
identifies potential non-compliance with rest period MOA for 
further investigation 

June 30, 2018 
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• departments may request information from Human Resource Manager 
on the status of LTE in the department. 

 
We did not find a defined process to monitor accumulated LTE at the 
department level. 
 
Risk Profile: 
 

Risk Impact Moderate impact requiring management monitoring 
of HR regulatory compliance.  

Risk Responsibility Deputy Secretary HR 

Risk Mitigation Support Departmental DFA’s 
Information Shared Services 

 
Recommendation: 
 
We recommend that the Department: 
 

a. Communicate to PeopleSoft time approvers about the requirement of 
HRM 609. 

b. Work in concert with Information Shared Services to provide 
departments with appropriate dashboard information that would 
assist in monitoring compliance with HRM 609. 

c. Liaise with departments to determine if the current limits on lieu-time 
authorized to be banked continues to be appropriate. 

 
Management Response: 
 

Action Plan Completion Date 
Issue to be further clarified through collective bargaining 
and finalization of a grievance related to this matter. 

Not applicable 
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Risk Profile: 
 

Risk Impact Moderate impact requiring management monitoring 
of HR regulatory compliance.  

Risk Responsibility Deputy Secretary HR 

Risk Mitigation Support Departmental DFA’s 
 

 
Recommendation: 
 
We recommend that the Department: 
 

a. Make an assessment of tracking CBE in conjunction with LTE and the 
impact it would have on the maximum accumulated hour limit. 

b. Communicate to PeopleSoft time approvers about the requirement of 
HRM 604a. 

c. Work in concert with ISS to provide departments with appropriate 
dashboard information that would assist in monitoring compliance 
with HRM 609a. 

 
Management Response: 
 

Action Plan Completion Date 
a, b, & c. 
The Department will initiate a review and provide direction 
across all departments as to whether a separate call back 
bank should exist or whether all lieu time earned should be 
entered under the one lieu time bank. 
 
The Department will work with ISS to investigate if 
dashboard information can be practicably implemented. 

June 30, 2018 
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Management Response: 
 

Action Plan Completion Date 
a & b. 
The Department will include additional messaging to 
reaffirm the parameters regarding OT entitlements and 
corresponding PeopleSoft entries. 
 
The Department will work with ISS to investigate if 
PeopleSoft can be customized to only allow for one hour 
entry for any time initially worked less than one hour. 

 
June 30, 2018 
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Date: July 3, 2019 

To: T. Bob Shahi, Director, Internal Audit Bureau; Government of the Northwest Territories 

From: Edward Olson, Practice Leader, Advisory Services, Crowe MacKay LLP 

Re: Procure to Payment Process Audit 

EXECUTIVE SUMMARY 
Background 
The Internal Audit Bureau (IAB) of the Government of the Northwest Territories (GNWT) issued a request 
for proposal for an operational audit of the Procure to Payment Cycle (P2P). P2P encompasses each 
GNWT department’s approach to the procurement of goods and services from requisition to final payment 
and file closure. 

In conjunction with the IAB, a work plan and determination of areas of focus were carried out and detailed 
in the planning memo dated March 12, 2019. The work plan included a review of the full P2P cycle, including 
FESS, PSS and the 11 Departments. The scope of this operational audit excluded the Northwest Territories 
Housing Corporation (NWTHC) and the 9 public agencies. Audit work focused on evaluating high-level 
policies, procedures, control frameworks and control processes which have been designed and 
implemented to ensure fairness, openness and transparency in procurement activities while simultaneously 
allowing flexibility to meet individual business needs. 

Objectives 
The objectives of this operational audit were to provide independent assessment and assurance to senior 
management regarding the following: 

1. Ensure that the role and responsibilities of Procurement Shared Services (PSS), Financial and
Employee Shared Services (FESS), departments and vendors are well defined for the efficient and
effective use of GNWT resources.

2. Assess whether the framework used by PSS and FESS for continuous improvement as well as
providing advice and direction to departments is aligned to publically accepted standards for shared
services in similar sized jurisdictions.

3. Determine whether the processes within PSS and FESS are efficient, effective and supported by:
a. Continuous results monitoring;
b. Results reporting to meet the Shared Services Agreement Requirements; and
c. Results reporting to meet Financial Management Board (FMB) requirements for fiscal

responsibility, transparency, and accountability.
4. Determine if the interface of PSS and FESS with departments, vendors and other stakeholders are

efficient and effective to avoid duplication of effort.
5. Determine if the interface of PSS and FESS with departments, vendors and other stakeholders are

efficient and effective to avoid duplication of effort.
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SCOPE AND OBJECTIVES 

The Internal Audit Bureau (IAB) of the Government of the Northwest Territories (GNWT) issued a request 
for proposal for an operational audit of the Procure to Payment Cycle (P2P). P2P encompasses each 
GNWT department’s approach to the procurement of goods and services from requisition to final payment 
and file closure. Crowe MacKay LLP (Crowe) coordinated all work related to this operational audit directly 
under the supervision of the Director, Internal Audit Bureau. The following objectives were established 
by the IAB to guide audit activities from planning through fieldwork and ultimately to final reporting: 

 Objective 1: Ensure that the role and responsibilities of Procurement Shared Services (PSS), 
Financial and Employee Shared Services (FESS), departments and vendors are well defined for the 
efficient and effective use of GNWT resources. 

 Objective 2: Assess whether the framework used by PSS and FESS for continuous improvement as 
well as providing advice and direction to departments is aligned to publically accepted standards for 
shared services in similar sized jurisdictions. 

 Objective 3: Determine whether the processes within PSS and FESS are efficient, effective and 
supported by: 
o Continuous results monitoring; 
o Results reporting to meet the Shared Service Agreement Requirements; and 
o Results reporting to meet Financial Management Board (FMB) requirements for fiscal 

responsibility, transparency, and accountability. 
 Objective 4: Determine if the interface of PSS and FESS with departments, vendors and other 

stakeholders are efficient and effective to avoid duplication of effort. 
 Objective 5: Assess whether the processes used by PSS, FESS and Departments is in compliance 

with legislation, policy and procedures to safeguard GNWT assets. 
 
Crowe conducted initial meetings with the IAB as well as with representatives from PSS and FESS to 
identify the current state of activities and areas of concern in the P2P cycle. This information gathering 
was conducted as part of the planning process and prior to the start of fieldwork. Feedback received was 
utilized in assessing risk within the P2P cycle as well as to suitably plan audit procedures for this 
engagement. 
 
Fieldwork was undertaken utilizing the International Standards for the Professional Practice of Internal 
Auditing as defined by the Institute of Internal Auditors. This ensured a risk-based internal audit plan 
which applied a methodology that links internal audit procedures to an organization’s overall risk 
management framework. 
 
This audit encompassed each of the 11 departments, PSS as well as FESS. Policies, procedures and 
internal controls designed and implemented regarding the P2P cycle, and in alignment with the Financial 
Administration Act (FAA) and Financial Administration Manual (FAM) and related guidelines and policies, 
were the basis for this operational audit. Due to the breadth of audit coverage, the primary focus remained 
on firstly evaluating the design of internal controls and secondly on the operational effectiveness of these 
same controls. 
 
The scope of this operational audit excluded the Northwest Territories Housing Corporation (NWTHC) 
and the 9 public agencies. Audit work was related directly to the objectives noted above and on high-
level policies, procedures, control frameworks and control processes. Audit procedures did not include 
transaction level testing except for the departments chosen for additional focus as specified in the 
“Approach” sections later in this report. 
 
Although an understanding of the SAM modules in use for procurement activities was obtained, and some 
suggestions for improvement have been identified within this report, this audit did not include procedures 
to specifically assess the SAM system. SAM was only considered in relation to the processes and controls 
assessed within the P2P cycle and their support of those processes and/or controls. 
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Roles and responsibilities of departments, PSS and FESS are outlined in a number of policies and 
procedures as well as within legislation. Please see the following appendices include pertinent 
information utilized in this audit: 

Appendix B Summary of roles and responsibilities per FAM 
Appendix C Summary of roles and responsibilities in the Service Partnership Agreements 
Appendix D Overarching principles of the FAA and Government Contract Regulations (GCR) 
Appendix G Approach to PSS and FESS testing 

Procurement-related expenditures for the 2017-2018 fiscal period were $401,938,000. Per the 
“Government of the Northwest Territories Contract for Goods Over $25,000 or Services/Construction over 
$25,000 Report for the April 1, 2017 to March 31, 2018 Reporting Period”, expenditures for which 
contracts were used totaled $325,950,562 or 81% of total procurement-related activities. The significance 
of this value to total procurement activity was a primary driver for substantive testing to be performed in 
relation to these contracts at both PSS and in the respective departments. In addition, risk profiling was 
completed on each department to further hone the focus for substantive testing (see Departmental 
Contracting Risk Assessment in Appendix E). 

Due to recent changes in system upgrades in Q1 2018, Crowe conducted substantive and analytical 
testing on data for the period April 1, 2018 through to January 31, 2019. The data selected for testing 
would then reflect the updated processes and controls implemented by management and whether risks 
within the P2P cycle have been adequately identified and mitigated. Testing prior to the upgrade date 
would provide limited value to the recommendations within this report. 

Non-contract expenditures exist and represent transactions less than $10,000 which are paid through 
GNWT credit card, in addition to services less than $10,000. Focus on these transactions was undertaken 
through data analytics versus relying on sampling and substantive testing individual transactions. 

FINDINGS & OBSERVATIONS 
Findings and observations have been categorized in accordance with the flow of the P2P cycle. These 
categories begin with training and awareness, continue through initiation and authorization of 
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C. PROCUREMENT 
Results from audit procedures conducted are split between this section and Section C: Contract 
Management. Observations related to contract initiation, approval and final setup are discussed in this 
section. Observations related to the handling of contracts post setup are discussed in Section C. 
 
Internal Control Capacity Model Rating 
Procurement Guidelines, policies and procedures have been developed to ensure compliance with the 
FAA. Review of this documentation identified that some of the Procurement Guidelines provide 
contradictory guidance to that stated in the Service Partnership Agreement previously set up in May 2013. 
For example, there is differing guidance in relation to the responsibility for obtaining WSCC clearance in 
each document. When training is left up to a department rather than prescribed by role and/or authority 
level, employees may not receive adequate training for their respective duties. It is also inefficient to have 
differing training methods when all P2P activities must go through PSS and FESS which are centralized. 
This lack of consistency in guidance documents has contributed to the confusion in roles associated with 
the responsibilities of PSS and that of the departments. Although the guidance documents are in place 
and there is clarity around many of the procedures, the departments do not always follow these 
processes. In addition, it was found that departments are undertaking contracts with vendors which 
should be prepared with the assistance of PSS. The control framework has therefore been rated as 
Repeatable. 
 
Compliance with “Values and Guiding Principles of Public Procurement”  
Values and guiding principles of public procurement are identified by the National Institute of 
Governmental Purchasing (October 2010) as follows: 

 Accountability; 
 Ethics; 
 Impartiality; 
 Professionalism; 
 Service; and 
 Transparency. 

 
GNWT policies, the Service Partnership Agreement, and the Procurement Guidelines were reviewed to 
assess their alignment with the above principles. Clear guidance was found which mirrored the above 
and was reflected in the following principle statements: 

 Competition: complete the contract for the best value, on time, on budget, and meeting the 
program requirements; 

 Transparency: ensure vendors have fair access to information regarding procurement 
opportunities, processes and results; and 

 Socioeconomic Impact: Support the involvement of northern and local workers and businesses. 
 
Procurement Guidelines also emphasized the need for government procurement activities to avoid 
inappropriate procurement practices and decisions and that pertinent legislation and contract law are to 
be complied with at all times. Specific roles have been assigned to PSS and the departments in the 
Service Partnership Agreement to ensure impartiality is supported throughout the procurement process. 
 
Results of Substantive Testing 
Substantive testing was conducted for departments selected for testing; INF, FIN & HSS (see Appendix 
E). Testing evaluated contracts created as well as the role played by both the department and PSS. 
Contracts were randomly selected for testing and were traced from PSS through to the departments. 
Request for Proposal / Request for Tender (RFP/RFT) files and sole source files were the focus of this 
testing as they were determined to be higher risk due to dollar value, complexity of contracting, as well 
as the likelihood of misuse for the underlying transaction. 
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Based on the data analysis performed, the following results were noted: 

Overall, the Government is paying 82.4% of vendors within the payment terms defined by the FAM. Within 
these statistics are the circumstances referred to above – whether the department submitted the invoice 
and/or validated the receipt of goods and/or services in timely manner. With respect to the findings within 
this report related to the treatment and inefficiencies of vendor invoices received by FESS, the 
department or both, additional attention is required to address the receipt and processing of invoices. 

It should be noted that although the government is paying 88% of the regular vendors in a timely manner, 
payment terms for BIP vendors are being met only 82% of the time. The net 20 terms are established to 
provide incentives for BIP vendors and build relationships with local business. If these payments are not 
being made in a timely manner, that incentive is reduced and those relationships are not likely to be as 
strong. 

Invoices processed outside of payment terms established by the FAM are caused by inefficiencies (FESS 
or department), PO match exceptions, default coding, timing related to resolving coding issues, as well 
as slow approvals by departments. 

FESS performed a review of late payments in October 2018 and noted the same issues already identified. 
Remediation activities were recommended for both FESS (review of current business processes and 
identification of areas for improvement) and the departments (regular departmental reporting on vouchers 
in match exception status; a representative from payment-heavy departments such as INF work with 
FESS to develop more vendor templates to reduce default coded invoices; departments improve the 
process to ensure expenditure authority is consistently delegated when another authority is out-of-office). 
Crowe agrees with, and will continue to emphasize these recommendations, for all departments as 
outlined below. 

FESS processes payment in accordance with the FAM guidelines through establishing automated 
payment release dates based on invoice receipt date. For example, a BIP vendor will be automatically 
paid 20 days after the invoice receipt date at FESS. However, should a department delay in submitting 
the invoice to FESS, any extent of delay will extend the actual final payment to the vendor. 
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If the two sets of data are combined, it shows that HSS has the highest level of AP payments when both 
number and dollar amount are combined. ENR, ITI and ECE have higher levels of these payments which 
should be reviewed. The high dollar value for JUS comes from one very large payment which should also 
be reviewed. Although the Leg payment dollars are small, the question arises as to why that number of 
payments was made via AP voucher and not through FESS.  
 
Processing of these payments was moved from the departments to a shared services model within FESS 
to ensure consistency and efficiency for these types of transactions and to remove duplication of efforts 
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APPENDIX A: ADDITIONAL BACKGROUND DETAILS 
The following is meant to establish a high level overview and understanding of the 11 departments, PSS 
and FESS and how they interact within the P2P cycle. Assigned roles have been outlined in approved 
Service Partnership Agreements and are summarized as follows: 
 
Procurement Shared Services (PSS) 
PSS, within the Department of Infrastructure, acts as the main procurement hub for all GNWT 
departments, administering and managing larger GNWT procurement activities which are defined as:  
 Procurement of all goods and services valued over $25,000 for goods, and $10,000 for services 

(excluding construction), from start to finish; 
 Releases against Standing Offer Agreements (SOAs) over $25,000; 
 Procurement of air charters; 
 Centralized Tender Desk for HQ and regional centers; and 
 Providing contract advice and support to departments, boards, and agencies. 
 
Financial and Employee Shared Services (FESS) 
FESS, within the Department of Finance, provides financial transaction processing on behalf of GNWT 
departments and the NWTHC, as well as a range of employee services, such as payroll, data 
management, and benefits. FESS is responsible for: 
 Providing services for suppliers including supplier set ups, supplier updates, direct deposit set-ups, 

and accounts payable; 
 Approving, processing, and issuing payments for all invoices from vendors for good or services to all 

GNWT departments and NWTHC; 
 Processing of transactions for goods under $25,000 and services under $10,000, only when:  

o The vendor does not accept the GNWT credit card; 
o There is a purchase order for the purchase; 
o The purchase is listed on the list of non-acceptable corporate purchase card purchases as per 

P2P-323 Purchase of Goods and Services Under $10,000; or  
o The purchase is a utility payment and has a corresponding template. 

 Providing services for customers which includes customer set ups, customer updates, on location 
cashier and accounts receivable; and 

 Providing payroll and benefit administration services for the GNWT employee groups [outside of 
scope for this project]. 

 
Departments 
Departments are responsible to identify the need for goods and/or services, which procurement 
procedures are to be followed (based on type and value of these goods and/or services), including when 
to involve PSS for guidance and assistance. Departments begin the requisition process which is then 
carried forward to PSS for processing. Departments work with PSS to establish the necessary 
procurement mechanism (i.e. Sole Source, SOA, SAA and RFP processes) as well as to structure and 
formalize a final contract. Departments make use of GNWT credit cards where the amount is less than 
$10,000. 

Legislation and Guidance 
The FAA, FAM and Government Contract Regulations (GCR) direct how the GNWT should carry out 
procurement and payment activities within the P2P cycle. All policies, procedures, processes and 
systems should ensure compliance with the FAM and ultimately the FAA. Additional guidance can be 
found in the Procurement Guidelines, the Service Partnership Agreement between PSS and the 
departments including NWTHC, and the Service Partnership Agreement between FESS and the 
departments. Please note that a draft document has been created which is proposed to replace the 
Service Partnership Agreement between FESS and the departments. As at the date of this report, that 
document had yet to be ratified for implementation. 
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Supporting Systems 
The PeopleSoft System for Accountability and Management (SAM) is used throughout the P2P cycle. 
Purchasing authorities are assigned within SAM, and approvals are performed electronically for most 
purchases. Exceptions exist for transactions related to GNWT credit card payments. These are paid 
directly with reconciliations required within SAM to validate and authorize all individual expenditures. 
Concerns were raised during the audit regarding inefficiencies of the current processes within SAM for 
procurement and have been addressed later in this report. 
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Note 4: INF was rated as a high risk in many areas. There is a large volume of contracts processed 
through this department. This volume and the complexity of multi-year contracts has identified this 
department for further testing. 
 
An assessment was also undertaken of the types of procurement activity which have the highest risk to 
each department. These were identified as those denoted as RFP/RFT in addition to those labelled as 
Sole Source. A sample of RFP/RFT and Sole Source contracts were therefore chosen for each selected 
department (see above) for additional testing. Results of testing are outlined later in this report. Although 
Multi-Year contracts are also of high risk due to the need for departments to manage ongoing changes 
and obtain updated WSCC Clearance and Insurance certificates/documents, it was determined during 
the interview process with departments that the controls in this area were not strong enough to warrant 
substantive testing. It was clear that the updating of certificates and other documents was not being 
performed by the departments as there was confusion regarding who was responsible between the 
department and PSS. Where Crowe finds either the design or the operational effectiveness of a control 
to have failed, no additional testing is then undertaken. 
 
Not included in this work was testing related to the complaint process. It was brought to our attention 
during the planning process that a separate review was being performed in this area, therefore it was 
only confirmed that a process existed and no further review was performed. 
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APPENDIX H: VALUES AND GUIDING PRINCIPLES OF PUBLIC 
PROCUREMENT 
Accountability 
Taking ownership and being responsible to stakeholders for our actions…essential to preserve the public 
trust and protect the public interest. 
 Principles: 

o Apply sound business judgment. 
o Be knowledgeable of and abide by all applicable laws and regulations. 
o Be responsible stewards of public funds. 
o Maximize competition to the greatest extent practicable. 
o Practice due diligence. 
o Promote effective, economic, and efficient acquisition. 
o Support economic, social, and sustainable communities. 
o Use procurement strategies to optimize value to stakeholders. 

Ethics 
Acting in a manner true to these values…essential to preserve the public’s trust. 
 Principles: 

o Act and conduct business with honesty and integrity, avoiding even the appearance of 
impropriety. 

o Maintain consistency in all processes and actions. 
o Meet the ethical standards of the profession. 

Impartiality 
Unbiased decision-making and action…essential to ensure fairness for the public good. 
 Principles: 

o Be open, fair, impartial, and non-discriminatory in all processes. 
o Treat suppliers equitably, without discrimination, and without imposing unnecessary constraints 

on the competitive market. 
o Use sound professional judgment within established legal frameworks to balance competing 

interests among stakeholders. 
Professionalism 
Upholding high standards of job performance and ethical behavior…essential to balance diverse public 
interests. 
 Principles: 

o Be led by those with education, experience, and professional certification in public procurement. 
o Continually contribute value to the organization. 
o Continually develop as a profession through education, mentorship, innovation, and partnerships. 
o Develop, support, and promote the highest professional standards in order to serve the public 

good. 
o Seek continuous improvement through on-going training, education, and skill enhancement. 

Service 
Obligation to assist stakeholders…essential to support the public good. 
 Principles: 

o Be a crucial resource and strategic partner within the organization and community. 
o Develop and maintain relationships with stakeholders. 
o Develop collaborative partnerships to meet public needs. 
o Maintain a customer-service focus while meeting the needs, and protecting the interests, of the 

organization and the public. 
Transparency 
Easily accessible and understandable policies and processes…essential to demonstrate responsible use 
of public funds. 
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 Principles: 
o Exercise discretion in the release of confidential information. 
o Maintain current and complete policies, procedures, and records. 
o Provide open access to competitive opportunities. 
o Provide timely access to procurement policies, procedures, and records. 

 
 
National Institute of Governmental Purchasing, October, 2010 
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 Very minor, non-permanent environmental 
damage requiring no clean-up measures  

 Additional revenue of less than $100,000  
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The analysis suggested that overall, there are significant numbers of invoices coming via internal transfer 
from the departments to FESS. During our interviews with the departments, each validated this finding 
commenting that invoices continue to be received directly at the department level versus being submitted 
to FESS for processing. Not only is this process inefficient for GNWT resources, it also raises the risk of 
both duplicate payment as well as the potential for late payment of invoices. A breakdown of emails by 
department is as follows 
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Duplicate Payment Analysis 
Data analytics were conducted to ascertain the risk of duplicate payments. Parameters utilized evaluated 
payments made by GNWT for the same amount, on the same date, and to the same vendor. This 
assessment was looking for the risk that an Accounts Payable (AP) voucher was processed and paid by 
FESS while simultaneously an invoice was paid directly by a department with a GNWT credit card. The 
data set obtained and tested was received from SAM for the period of April 1, 2018 to January 31, 2019. 
20 individual payments were noted as possible duplicates. Further testing was performed on 3 vendors to 
which duplicate payments appeared to have been made. The total of payments made to the vendors was 
$24,192 (1 duplicate to two vendors, and 3 duplicates for one vendor); these payments were all confirmed 
to be duplicate payments. Each transaction was approved by the same expenditure authority. As outlined 
above with the treatment of invoices received by departments, FESS, or both, the risk of duplicate payment 
did come to fruition. 
 
Under the FAM, all invoices less than $10,000 that do not have a corresponding PO are to be paid by the 
department. Payment at the department level can be transacted one of two ways: 

 Purchases are paid by GNWT credit card at point of sale; invoices for these purchases are never 
sent to FESS and are kept by the cardholder to include with the monthly credit card reconciliation. 

 Invoices received by FESS that are pushed to the department to pay: 
 
Issues that arise with this process are as follows: 

 Duplicate payments are occurring because the invoice is sent to both FESS as well as the 
respective department. The department staff process payment on GNWT credit card where the 
transaction is less than $10,000. FESS will send the invoice to the department for processing and 
the department pays the same invoice again. 

 Per discussions with department representatives during fieldwork, it was noted that some 
department staff members ask for a copy of the invoice to be sent to them so that they can ensure 
payment takes place. Having that additional copy in the department can also increase the risk that 
payment is made in the department as well as by FESS. 

 Invoices received by FESS and sent to department(s) for processing through GNWT credit card 
miss the opportunity to withhold payment should the vendor have a balance owing to the GNWT. 

 Some vendors have introduced administration fees for transactions processed on GNWT credit 
cards. This has increased the cost of procurement activities under $10,000 to the GNWT as a 
whole. Where departments are attempting to avoid this additional cost, invoices are being sent 
back to FESS for processing which is increasing both confusion as well as inefficiencies. Additional 
time to process payment can also create extended delays which now introduces interest expense. 
Extending the timeline for payment also breaches the expectations set out in the FAM for payment 
processing. 

 
Opportunities for Improvement: 
We recommend that: 
a) All point-of-sale transactions should be paid on GNWT credit card. The GNWT should reevaluate the 

threshold at which a GNWT credit card should not be used for individual transactions by understanding 
the typical value of point-of-sale transactions historically. All invoices generated by vendors should be 
sent to FESS for processing regardless of the amount of the invoice. This process change would reduce 
the risk of duplicate payments as well as inefficiency for moving invoices between vendors and 
departments/FESS. 

b) Clear guidance should be updated and provided to vendors transacting with the GNWT which mandate 
that all invoices be submitted to FESS for payment. Where invoices are received by a department, they 
are to be returned directly to the vendor with instruction/reminder provided. Department staff should not 
be requesting additional copies of invoices. 

 
Management Response: A vendor communication plan is in draft to clarify how vendors should be 
communicating with the GNWT, including submitting invoices. Draft kick-off date is Fall 2019. 
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FESS makes exceptions to the $10,000 GNWT credit card rule for utilities. There are other payments that 
are utility-like in that regular payments are made routinely and that there is high risk of duplicate payments 
with these invoices going to both departments and FESS (as noted above). Two bills that are a problem for 
departments are Northwest Tel bills and the bills for photocopiers, i.e. Xerox/Ricoh. 

Opportunities for Improvement: 
We recommend that: 
a) Consideration be made to add Northwest Tel, Xerox and Ricoh bills to the exception listing.

Management Response: Effective June 2019 NorthwesTel bills will be added to the utilities exception list. 
FESS engaged in a discussion with PSS on Ricoh bills and it was determined that due to the purchase 
order tracking on this vendor that Ricoh invoices cannot be paid by VISA. FESS confirmed with Xerox 
that they will not accept VISA payments for invoices over $200, and Xerox has been added to the list of 
vendors that take VISA for bills under $200. 




