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treats all public bodies (i.e. - departments, boards, commissions, etc.) as
separate entities. The GNWT currently employs a decentralized approach where
each public body has a designated access and privacy coordinator. The
Department of Justice Access and Privacy Office (APO) provides government-
wide support and leadership to public bodies in complying with the ATIPP Act.

Crowe MacKay LLP was awarded a contract through the competitive Request for
Proposal process that was evaluated by staff from APO and Internal Audit
Bureau (IAB).

C. SUMMARY OF KEY FINDINGS AND RECOMMENDATIONS

The attached audit report, “Department of Lands, Access to Information and
Protection of Privacy Act (ATIPP) Part 2", made a number of observations and
recommendations specific to your department (Schedule I). The management
responses to the recommendations have been incorporated in the attached
report.

The contractor assessed the compliance to ATIPP Act and Regulations as well as
nine privacy principles for your department at three levels:

Assessed Maturity based on the evidence provided by your department
Minimum Maturity required to be compliance to ATIPP Act with a target
date of 12 to 24 months

e Desired Maturity indicates maturity that would take over 24 months to
achieve.

Overall, the privacy risk for your department was assessed to be “very low”
requiring internal control capacity at “ad-hoc” level. This means that that
processes were primarily dependent on individuals getting things done. This
was adequate capacity to meet the privacy needs of the department. Although
not necessary from the risk perspective, the department could develop
systematic privacy processes (repeatable level) and then focus on documenting
these privacy processes (defined level). Subsequently, the department can focus
on identifying and addressing privacy exceptions through monitoring (managed
level). There was no compelling reason for the department to develop capacity
beyond that stage (optimized level) (Chart I refers)
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Appendix A

Notice to Reader

DISCLAIMER: This document has not been approved, disapproved, or otherwise acted upon by any senior technical committees of, and does not represent an
official position of the American Institute of Certified Public Accountants (AICPA) or the Canadian Institute of Chartered Accountants (CICA). It is distributed with
the understanding that the contributing authors and editors, and the publisher, are not rendering legal, accounting, or other professional services in this document.
The services of a competent professional should be sought when legal advice or other expert assistance is required.

Neither the authors, the publishers nor any person involved in the preparation of this document accept any contractual, tortious or other form of liability for its
contents or for any consequences arising from its use. This document is provided for suggested best practices and is not a substitute for legal advice. Obtain legal
advice in each particular situation to ensure compliance with applicable laws and regulations and to ensure that procedures and policies are current as legislation

and regulations may be amended.

Copyright ©2011 by
American Institute of Certified Public Accountants, Inc.
and Canadian Institute of Chartered Accountants.

All rights reserved. Checklists and sample documents contained herein may be reproduced and distributed as part of professional services or within the context of
professional practice, provided that reproduced materials are not in any way directly offered for sale or profit. For information about the procedure for requesting
permission to make copies of any part of this work, please visit www.copyright.com or call (978) 750-8400.
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AICPA/CICA Privacy Maturity Model
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Assessment of “Financial Assurance Securities” on
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Audit Report
Information Technology Audit
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“Assessment of Financial Assurance
‘I Securities” on SharePoint

July 2016

This report may be subject to request under the Access to Information and Protection of Privacy (ATIPP) Act.







B. BACKGROUND

Until recently, the Federal Government had jurisdiction over most of the land in
the NWT. An abundance of natural resources in the NWT attracted the attention
of investors. Some natural resource developments like mines required extensive
remediation once the projects were concluded. In time, the federal Department
of Aboriginal Affairs and Northern Development Canada (AANDC) required the
resource developers to provide financial security deposits as a type of insurance
for future cost of reclamation. Federally appointed Land & Water Boards had
oversight over different regions of the territory and determined the value of
security required for projects in their region. These Securities were mainly in
the form of cash/cheques and Irrevocable Letters of Credit.

The 2012 report by the federal Commissioner of the Environment and
Sustainable Development in the Office of the Auditor General of Canada (OAG) on
the management of Securities under AANDC recommended that a
comprehensive inventory system be developed to provide “consistent
information by project and by regulatory authority of all securities required and
held to ensure that the securities continue to meet the expected reclamation costs”.
The report noted that there was:

e lack of key data necessary for monitoring the adequacy of financial
securities held

¢ insufficient information to ensure that environmental financial securities
were enough to cover project risk

e no data on the reclamation costs that were meant to be covered by a
security, or on its expiration date, or whether it had been returned or
replaced

¢ inability to track securities throughout a project’s lifetime.

In April 2014, the GNWT inherited approximately $500 million in Securities
related to NWT resource development projects from AANDC as part of the
devolution of land and water to the GNWT. The GNWT assigned the regulatory
authority to:

e Department of Environment and Natural Resources (ENR) for water

e Department of Investment, Tourism and Industry (ITI) for sub-surface
rights

e Lands for territorial surface rights to the NWT land.

Lands also assumed responsibility for Commissioner’s Lands, which were
previously under Department of Municipal and Community Affairs.
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In May 2014, Financial Management Board (FMB) approved the Lands
submission for the creation of the Liabilities and Financial Assurance Division
(LFA Division) comprised of 5 full time staff to “coordinate the management of
financial securities for resource developments” (Appendix A refers).

An “Interim Departmental Protocol” was drafted to:

e “Create and implement an interim solution and process to address the
posting, processing, holding and release of securities building off the existing
SharePoint site

e (Confirm interim roles and responsibilities of the Departments identified

e FEnsure that there is an ongoing process and reliable integrated securities
information that the Departments can rely on to inform operations,
including securities and analysis, enforcement and the financial
requirements of the GNWT; and

e Inform the development of an appropriate longer term approach that will
serve the Departments and the GNWT more broadly”.

Since inception, the “Interim Departmental Protocol” has gone through a number
of iterations.

The SharePoint developed and designed by the Department of Finance (Finance)
contained a spreadsheet that was used to track transfer of Securities from
AANDC. The LFA Division started using this tool to track Securities. As of April
2015, there were 59 SharePoint users in Lands, Finance, ENR and ITI tracking
the following Securities:

Authorization type Number of Security Value held
instruments
Environmental aieements 11 $80,235,170
Water licences 42 451,918,127

Land use Iiermits 77 43,038,286
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C. OVERVIEW

The GNWT inherited over $500 million in Securities from AANDC without any
supporting system to address the issues identified in the 2012 OAG report. The
governance complexity for Securities increased in that the authority that was
exclusively within AANDC was now shared by three GNWT departments: ENR,
ITI and Lands.

The processing of high dollar value of Securities provided by developers to
support their project required high level of internal controls. The foundation of
any internal control framework starts with the governance framework. Staff
require clear and coherent direction to plan, execute and monitor the process.
With a well-defined governance framework, staff would have the direction to
collect the relevant, reliable, accurate, complete and timely information for
management to make decisions. These two foundational internal controls would
then allow staff to demonstrate compliance to authorized processes, safeguard
GNWT assets, and work toward continuous improvement.

We noted that the governance framework for Securities process was a work in
progress at the time of audit. There were some internal controls present but
inadequately documented. The 2014 “Interim Departmental Protocol” provided
some clarity of roles. Overall, the governance framework for Securities lacked
clarity on accountability, transparency and responsibility. @ The “Interim
Departmental Protocol” continues to evolve and was not formalized as an
authoritative framework for processing of Securities by multi-departments. The
current governance framework was insufficient to address the GNWT risks
involving millions of dollars in Security, dependency of process on multiple
internal and external stakeholders, and complexity of business environment.

The interim measure of using a spreadsheet on SharePoint to track Securities
lacked information integrity. The continuous manual process of reviewing the
transactions for accuracy and completeness was not sustainable for an extended
period of time. The capacity to manage spreadsheet data integrity could
influence the development and management of a much more complex
application for Securities tracking.

Strong governance framework and information integrity would form the
foundation for the development of an internal control capacity to manage the
GNWT Securities risk.
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D.

OBSERVATIONS AND RECOMMENDATIONS

1. Governance Framework

Observation

Incomplete governance framework did not allow for the effective
monitoring of GNWT risk exposure for resource development projects.

The LFA Division was approved by FMB to “coordinate the management of
financial securities for resource developments” (Appendix A refers). The
coordination of Securities within the GNWT impacted five departments:
ENR, Finance, ITI, Justice, and Lands.

The executive branch of the GNWT has established a number of
governance committees to effectively coordinate processes impacting
more than one department. These governance committees provide
guidance to department staff while respecting the departmental mandate.
The Terms of Reference for these governance committee assigns them the
oversight and accountability with a well-defined scope, definition of key
terms, as well as the roles and responsibilities of key stakeholders.

There was no multi-department governance committee to support the
coordination of Securities process carried out by multiple departments.
The Major Projects Deputy Ministers Committee (also known as the
Resource Management Deputy Minister Committee) could provide the
oversight on the risks associated with Securities to the GNWT once the
Terms of Reference for the committee were approved.

Without assignment of a clear mandate on managing the GNWT risk
associated with Securities handled by multiple departments, an “Interim
Departmental Protocol” was established in 2014 at the time of devolution.
A working group from Lands, ITI and ENR meets on regular basis to
update the “Interim Departmental Protocol”. The temporary nature of the
document allowed for on-going revisions. The March 2015 “Interim
Departmental Protocol” was the most current document at the time of our
audit (Appendix B refers). We noted that the “Interim Departmental
Protocol” was ineffective in coordinating the management of Securities, in
that:

a. cash/cheque handling process, accounting for 45% of Securities
transactions, had been well documented by Lands. However, the
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detailed procedures were lacking in other departments involved in
processing these transactions

b. the direction on handling of Irrevocable Letters of Credit, that can
range in value from $25,000 to $72 million, were not clear. For
example; the list of authorized staff able to pick up the securities
from Department of Finance Treasury has not been circulated

c. there was no timeframe within which non-cash securities
documents must be processed for the various transactions. While
the Financial Administration Manual provides directions on the
frequency of processing cash transaction, similar direction was not
provided for non-cash securities. For example: there was no
stipulated time frame within which department staff should deliver
the Securities to Finance Treasury

d. There was no protocol to track, capture and monitor the GNWT
risks related to the Securities. The SharePoint used to track
Securities by LFA Division only recorded the amount of legally
required Securities to be held by the GNWT. However, the estimate
of Securities required can vary based on:

i. assessment done by the department during the review
process
ii. proposal submitted by the project developer
iii. ~recommendation of the Land and Water Board based on the
presentations by GNWT and the project proponent
iv.  agreed upon by the Minister of ENR on behalf of the GNWT.

For example: The SharePoint showed that $11.7 million was held
as Securities for the project proposed by Northern American
Tungsten Corporation Can-Tung Mine (Can-Tung Mine).
However, there was range of values assigned to the risk:

Description Amount

(in millions)

a | Security estimate by the GNWT department $42.0

b | Can-Tung Mine project proposal $15.0

Land & Water Board Security approved $31.0
amount

d | Security per ENR Minister’s agreement $31.0
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The “Interim Departmental Protocol” served was a reasonable tool to
support the coordination of Securities when the GNWT assumed
responsibility for Securities. However, it did not develop to become the
established authoritative standard in providing directions to internal and
external stakeholders to mitigate the GNWT Securities risks.

Risk Profile:
Risk Level of High risk based on 50% to 75% likelihood, impact
Observation: requires detailed research and management planning

by Senior Management.

Risk Responsibility Deputy Minister, Lands

Risk Mitigation e Deputy Minister, ENR
Support: e Deputy Minister, Finance

e Deputy Minister, ITI

e Deputy Minister, Justice

e Director, LFA Division, Lands

Recommendation
We recommend that to manage the GNWT Securities risks:

a) a multi-departmental governance committee be established to
provide oversight, transparency and accountability to
coordinate the management of Securities

b) under the guidance of governance committee, the March 2015
“Interim Departmental Protocol” be modified and approved to
provide clear authoritative guidance to all internal and external
stakeholders.
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Management Response:

Action Plan

Completion Date

a. Existing Deputy Ministers’ committees provide an
appropriate framework. Securities coordination is
within the mandate of the Economy and
Environment Deputy Ministers’ Committee. An
interdepartmental working group will be
established to support the Deputy Ministers as
required.

b. The Interim Departmental Protocol is intended as
an interim procedure until the long term tracking
application (Securities and Administration
Processing System or SAPS) and associated
governance procedures are in place.

In the meantime, Lands will work with all the affected
departments to review and modify the Interim
Departmental Protocol to provide clear authoritative
guidance to both internal and external stakeholders.

October 2016

December 2016
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2. SharePoint Spreadsheet Securities Data
Observation

The use of SharePoint spreadsheet to accurately track over $500 million in
Securities was not sustainable over a period of time.

One of the purposes of the Interim Protocol was to “integrate the process
to provide reliable information to all departments involved for both
operational and reporting requirements” (Appendix B refers).

The SharePoint spreadsheet used by Finance during the devolution of
Securities from AANDC to GNWT was subsequently used by the LFA
Division to track these Securities. Digital Integrated Information
Management System (DIIMS) used in Lands was not considered for
tracking purposes in April 2014 as not all the key stakeholders had access
to that tool.

The volume of transactions through the SharePoint spreadsheet was less
than 200 items; the dollar value exceeded $500 million. Our review of
SharePoint spreadsheet showed that:

e the information was incomplete as indicated by missing
information in the following fields:

Field Name Missing data

Security deposit number 21 of 90 listed items

Issue authority 21 of 90 listed items

Date Cheque/cash received | 45 of 60 listed items

e incorrect information was recorded in specified fields: in examining
159 Securities, we noted that incorrect data was recorded in the
specified spreadsheet field:

Specified Field | Actual data recorded

Project Licence number for 25 securities
Location instead of project location
Region “Test Region 1” for 21 securities

rather than name of region

o ‘“key fields” required for tracking of Security were not set-up as
required fields in the spreadsheet. For example, fields like “value of
security” and “form of security” would be “key fields” for tracking of
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Securities. However, as these fields were not required fields, the
information related to Securities was omitted in some cases.

An unexplained system malfunction was identified during our review of
the SharePoint spreadsheet. SharePoint reported information in the
“project location” field inconsistently depending on whether the user was
in “edit” or “view” mode. The likelihood of SharePoint error increased
because users had access to “Datasheet mode” of processing. This function
switches the display from single line items to the entire list (i.e. in Excel
spreadsheet mode), which allows the 22 users with “edit” access to make
mass changes to the data intentionally or accidentally.

Staff members made multiple reviews of the spreadsheet data as a result
of unexplained system malfunction and the issues around incomplete and
inaccurate data. While the spreadsheet data integrity of Securities data
was not high, we did not find any material error in the dollar value
recorded in the spreadsheet. The Lands Finance Section had implemented
a compensating internal control on the total valuation of Securities. A
three-way reconciliation to assess the reasonableness of the amount
recorded in SharePoint was performed on regular basis.  The
reconciliation matched the information in SharePoint to Land Information
Management System and the cash portion of SharePoint to System of
Accountability and Management.

The main causes of the data integrity were:

e lack of governance framework to standardized data entry
requirements

e the manner in which SharePoint was configured did not make key
fields mandatory

e SharePoint spreadsheet had many of the inherent weaknesses of
any spreadsheet such as editing of data without an audit trail.

The overall impact of weak SharePoint controls was unreliable
information for reporting purposes, risk of mass data corruption, and
inefficient use of staff time for data reviews aimed at detecting accidental
or intentional errors was well recognized by Lands.

In January 2015, FMB approved the Lands proposal to allocate $275,000
funding for development and acquisition of a Security Administration and
Processing System (Appendix C refers). By April 2015, all the
departments involved in processing and reviewing information on the
SharePoint spreadsheet had access to DIIMS.
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Risk Profile:

Risk Level of Observation:

Medium risk based on 50% to 75% likelihood,
impact requires specific allocation of management
responsibility.

Risk Responsibility

Deputy Minister

Risk Mitigation Support:

e Assistant Comptroller General, Finance

e Executive Director, Informatics Shared Services
ENR/ITI/Lands

e Director, LFA Division, Lands

Recommendation

We recommend, prior to developing a new software application for

Securities:

a) that a governance framework around the ownership, accountability
and responsibility of Securities data be documented

b) that data integrity in the existing spreadsheet be enhanced by edit
validation rules and audit trail

c) that the current data in the SharePoint spreadsheet should be

reviewed and corrected

d) that a survey of Canadian jurisdictions holding Securities be done as
a first step in the “fit-gap” analysis to develop and design a system
that meets the GNWT requirements.
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Management Response:

Action Plan

Completion Date

a. Lands is working with all affected departments to confirm and
document appropriate procedures and responsibilities for
handling securities documents and maintaining accurate and
complete security document data.

b. The SharePoint site is owned by the Department of Finance
and was developed by them as a document registry, not a
securities management system. Addition of validation and edit
rules would require their cooperation.

Data integrity among other things will be dealt with in the new
SAPS project approved in 2015-16 and included in the capital
carry-overs for 2016-17.

c¢. The Departments of Lands and ENR completed a review of and
updating of the data in the SharePoint site in the summer of
2015. There are few securities transactions and because staff
are more familiar with the process, the likelihood of significant
new missing or incorrect data at this time is remote.

d. The Department engaged IAG Consultants to conduct a survey
of Canadian jurisdictions holding securities. The report dated
November 24, 2015, concluded that “Of the ten jurisdictions
scanned there were none that deployed a technical solution
(either commercially available or internally developed) that
sufficiently covered the proposed requirements the GNWT
identified for their Security Administration and Processing
System.”

December, 2016

December, 2016

Recommended
action has been
completed.

Recommended
action has been
completed.
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The GNWT created and placed the Commissioner’s Land and Territorial Land
processes in the Division. The purpose was to ensure consistency in processing land
transactions in the NWT. The Division staff created written procedures, conducted
on site training and distributed process flowcharts to ensure the land process
changes were understood during implementation.

Audit Examination
During the review period Internal Audit Bureau (IAB):

e reviewed the Regulations, procedures and documents on the land application
process used by the regions

e mapped the lease process and compared it with the original flowchart
prepared by the Division (Schedule 1, Appendix A refers)

e interviewed the regional staff to verify the lease process steps followed as of
February 2018.

Communication to Management

On June 7, 2018, IAB staff met with the Division’s Director and the Department’s
Director of Finance and Administration to communicate the results of the
assessment (Schedule 1 refers).

Findings and areas to consider

1. Inconsistencies with the implementation of the planned changes were found
in the following areas:

a. Completing lease applications
b. Execution of signed lease agreements
c. Dissemination of lease process reference material.

2. Management discussion of inconsistencies:

a. Receipt and completion of land applications will be completed by
clients in the regions. Regional staff may provide assistance to clients
on completing the applications but may not fill in the applications for
them. The lease approval and data entry will be conducted in the
Division. The lease process will be clarified internally with Division
and regional staff and then communicated to the public in a consistent
manner.
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b. Administration of leases (and other legal instruments) was reorganized
to be managed in the Division. This reorganization allowed the
Division to facilitate the:

i. development of knowledge and skills to ensure the legal and
financial obligations are met
ii. consistent processing of all lease agreements.

While the process requiring final execution of lease agreements was
carried out by the Division, one Regional Superintendent continued to
execute lease agreements in the region. According to regional staff, the
rationale was to provide better customer service to the client.

The Regional Superintendent assumed the risk by executing the lease
agreement without the assurance of knowing whether the financial and
legal obligations are met. The value added for the Regional
Superintendent to execute the leases was not evident. An improperly
executed lease agreement could result in rework due to errors and the
client may lose confidence in the regional office.

The Division bears the risk and was accountable to ensure the lease
agreements were executed properly. IAB recommends the lease
agreement execution remain with the risk owner, the Division, to
facilitate an accountable, transparent lease process and to minimize the
financial and legal risk.

c. The change in lease process has been communicated. Division staff
conducted field visits to the regions to communicate and train regional
staff on the new process. Written procedures were disseminated and
available electronically. Management explained capacity issues were
present in one region.

An internal quality assurance process, developed with the support of the
Department’s Director of Finance and Administration, would be useful tool for the
Division to monitor and ensure consistent application of the lease process in
compliance with Regulations.
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SCHEDULE |

Commissioner's Land Lease Assessment

7820-20-LND-151-102

Commissioners Land Lease Application Process Overview

Set up recurring \
inveicing and

Appendix B
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SCHEDULE |

Commissioner's Land Lease Assessment

7820-20-LND-151-102

B Commissioner’s Land Detailed Lease Application Process
Consultation Process

Appendix B
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Commissioner's Land Lease Assessment
SCHEDULE | 7820-20-LND-151-102

Note 1:
Applicant fills lease application with RLO as opposed to the centralized process mapping where RLO should
receive and review lease applications submitted.

NOTE 2:

Lease execution is carried out by the Regional Superintendent on behalf of the Commissioner in Deh cho
region as opposed to the centralized process mapping whereby lease execution should be effected by the
Manager/Director at headquarters on behalf of the Commissioner.

North Slave and Sahtu, lease execution is carried out as defined in the centralized process mapping.

21 of 21





